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QUESTION 1

Context Explorer can be accessed by a subset of user roles. Which predefined user role is valid for FireSIGHT event
access? 

A. Administrator 

B. Intrusion Administrator 

C. Maintenance User 

D. Database Administrator 

Correct Answer: A 

 

QUESTION 2

Which statement describes the meaning of a red health status icon? 

A. A critical threshold has been exceeded. 

B. At least one health module has failed. 

C. A health policy has been disabled on a monitored device. 

D. A warning threshold has been exceeded. 

Correct Answer: A 

 

QUESTION 3

A one-to-many type of scan, in which an attacker uses a single host to scan a single port on multiple target hosts,
indicates which port scan type? 

A. port scan 

B. portsweep 

C. decoy port scan 

D. ACK scan 

Correct Answer: B 

 

QUESTION 4

When configuring FireSIGHT detection, an administrator would create a network discovery policy and set the action to
"discover". Which option is a possible type of discovery? 
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A. host 

B. IPS event 

C. anti-malware 

D. networks 

Correct Answer: A 

 

QUESTION 5

Which option describes Spero file analysis? 

A. a method of analyzing the SHA-256 hash of a file to determine whether a file is malicious or not 

B. a method of analyzing the entire contents of a file to determine whether it is malicious or not 

C. a method of analyzing certain file characteristics, such as metadata and header information, to determine whether a
file is malicious or not 

D. a method of analyzing a file by executing it in a sandbox environment and observing its behaviors to determine if it is
malicious or not 

Correct Answer: C 
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