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QUESTION 1

Correlation policy rules allow you to construct criteria for alerting on very specific conditions. Which option is an example
of such a rule?

A. testing password strength when accessing an application
B. limiting general user access to administrative file shares
C. enforcing two-factor authentication for access to critical servers

D. issuing an alert if a noncompliant operating system is detected or if a host operating system changes to a
noncompliant operating system when it was previously profiled as a compliant one

Correct Answer: D

QUESTION 2

What is the maximum timeout value for a browser session?
A. 60 minutes

B. 120 minutes

C. 1024 minutes

D. 1440 minutes

Correct Answer: D

QUESTION 3

Stacking allows a primary device to utilize which resources of secondary devices?
A. interfaces, CPUs, and memory

B. CPUs and memory

C. interfaces, CPUs, memory, and storage

D. interfaces and storage

Correct Answer: B

QUESTION 4
Which option is true regarding the $HOME_NET variable?

A. is a policy-level variable
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B. has a default value of "all"
C. defines the network the active policy protects
D. is used by all rules to define the internal network

Correct Answer: C

QUESTION 5

Context Explorer can be accessed by a subset of user roles. Which predefined user role is not valid for FireSIGHT event
access?

A. Administrator

B. Intrusion Administrator

C. Security Analyst

D. Security Analyst (Read-Only)

Correct Answer: B
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