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QUESTION 1

FireSIGHT recommendations appear in which layer of the Policy Layers page? 

A. Layer Summary 

B. User Layers 

C. Built-In Layers 

D. FireSIGHT recommendations do not show up as a layer. 

Correct Answer: C 

 

QUESTION 2

Which mechanism should be used to write an IPS rule that focuses on the client or server side of a TCP
communication? 

A. the directional operator in the rule header 

B. the "flow" rule option 

C. specification of the source and destination ports in the rule header 

D. The detection engine evaluates all sides of a TCP communication regardless of the rule options. 

Correct Answer: B 

 

QUESTION 3

Suppose an administrator is configuring an IPS policy and attempts to enable intrusion rules that require the operation
of the TCP stream preprocessor, but the TCP stream preprocessor is turned off. Which statement is true in this
situation? 

A. The administrator can save the IPS policy with the TCP stream preprocessor turned off, but the rules requiring its
operation will not function properly. 

B. When the administrator enables the rules and then attempts to save the IPS policy, the administrator will be
prompted to accept that the TCP stream preprocessor will be turned on for the IPS policy. 

C. The administrator will be prevented from changing the rule state of the rules that require the TCP stream
preprocessor until the TCP stream preprocessor is enabled. 

D. When the administrator enables the rules and then attempts to save the IPS policy, the administrator will be
prompted to accept that the rules that require the TCP stream preprocessor will be turned off for the IPS policy. 

Correct Answer: B 
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QUESTION 4

Which statement is true when adding a network to an access control rule? 

A. You can select only source networks. 

B. You must have preconfigured the network as an object. 

C. You can select the source and destination networks or network groups. 

D. You cannot include multiple networks or network groups as sources or destinations. 

Correct Answer: C 

 

QUESTION 5

A user discovery agent can be installed on which platform? 

A. OpenLDAP 

B. Windows 

C. RADIUS 

D. Ubuntu 

Correct Answer: B Testlet 1 

TESTLET OVERVIEW 

Title: Case Study 

The following testlet will present a Case Study followed by [count] multiple choice question(s), [count] 

create a tree question(s), [count] build list and reorder question(s) and [count] drop and connect question 

(s). 

You will have [count] minutes to complete the testlet. 

For help on how to answer the questions, click the Instuctions button on the question screen. 
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