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QUESTION 1

Files may be submitted to the cloud-based sandbox for dynamic analysis using which two ports? (Choose two.) 

A. TCP/443 

B. TCP/80 

C. TCP/3389 

D. TCP/500 

E. TCP/32137 

Correct Answer: AE 

 

QUESTION 2

Which application is required to enable Microsoft Active Directory identity integration for FirePOWER services? 

A. Sourcefire User Agent 

B. Microsoft Active Directory Manager 

C. Cisco Directory Agent 

D. Microsoft Active Directory Agent 

Correct Answer: A 

 

QUESTION 3

An inside client on the 10.0.0.0/8 network connects to an outside server on the 172.16.0.0/16 network using TCP and
the server port of 2001. The inside client negotiates a client port in the range between UDP ports 5000 to 5500. The
outside server then can start sending UDP data to the inside client on the negotiated port within the specified UDP port
range. Which two options show the required Cisco ASA command(s) to allow this scenario? (Choose two.) 

A. access-list INSIDE line 1 permit tcp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq 2001 access-group INSIDE in
interface inside 

B. access-list INSIDE line 1 permit tcp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq 2001 access-list INSIDE line 2
permit udp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq established access-group INSIDE in interface inside 

C. access-list OUTSIDE line 1 permit tcp 172.16.0.0 255.255.0.0 eq 2001 10.0.0.0 255.0.0.0 access-list OUTSIDE line 2
permit udp 172.16.0.0 255.255.0.0 10.0.0.0 255.0.0.0 eq 5000-5500 access-group OUTSIDE in interface outside 

D. access-list OUTSIDE line 1 permit tcp 172.16.0.0 255.255.0.0 eq 2001 10.0.0.0 255.0.0.0 access-list OUTSIDE line 2
permit udp 172.16.0.0 255.255.0.0 10.0.0.0 255.0.0.0 eq established access-group OUTSIDE in interface outside 

E. established tcp 2001 permit udp 5000-5500 
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F. established tcp 2001 permit from udp 5000-5500 

G. established tcp 2001 permit to udp 5000-5500 

Correct Answer: AG 

 

QUESTION 4

Which license is required on the Cisco ASA NGFW for an administrator to manage it securely from a remote laptop? 

A. AnyConnect Endpoint Assessment 

B. AnyConnect Premium 

C. AnyConnect for Mobile 

D. AnyConnect for Cisco VPN phone 

E. Cisco Secure Desktop 

Correct Answer: B 

 

QUESTION 5

Which security technique should be implemented to remediate after a threat is discovered? 

A. NGIPS ruleset 

B. retrospection 

C. web security deployment 

D. application control 

Correct Answer: B 
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