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QUESTION 1

An inside client on the 10.0.0.0/8 network connects to an outside server on the 172.16.0.0/16 network using TCP and
the server port of 2001. The inside client negotiates a client port in the range between UDP ports 5000 to 5500. The
outside server then can start sending UDP data to the inside client on the negotiated port within the specified UDP port
range. Which two options show the required Cisco ASA command(s) to allow this scenario? (Choose two.) 

A. access-list INSIDE line 1 permit tcp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq 2001 access-group INSIDE in
interface inside 

B. access-list INSIDE line 1 permit tcp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq 2001 access-list INSIDE line 2
permit udp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq established access-group INSIDE in interface inside 

C. access-list OUTSIDE line 1 permit tcp 172.16.0.0 255.255.0.0 eq 2001 10.0.0.0 255.0.0.0 access-list OUTSIDE line 2
permit udp 172.16.0.0 255.255.0.0 10.0.0.0 255.0.0.0 eq 5000-5500 access-group OUTSIDE in interface outside 

D. access-list OUTSIDE line 1 permit tcp 172.16.0.0 255.255.0.0 eq 2001 10.0.0.0 255.0.0.0 access-list OUTSIDE line 2
permit udp 172.16.0.0 255.255.0.0 10.0.0.0 255.0.0.0 eq established access-group OUTSIDE in interface outside 

E. established tcp 2001 permit udp 5000-5500 

F. established tcp 2001 permit from udp 5000-5500 

G. established tcp 2001 permit to udp 5000-5500 

Correct Answer: AG 

 

QUESTION 2

Refer to the exhibit. 

A NOC engineer needs to tune some postlogin parameters on an SSL VPN tunnel. From the information shown, where
should the engineer navigate to, in order to find all the postlogin session parameters? 

A. "engineering" Group Policy 
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B. "contractor" Connection Profile 

C. DefaultWEBVPNGroup Group Policy 

D. DefaultRAGroup Group Policy 

E. "engineer1" AAA/Local Users 

Correct Answer: A 

 

QUESTION 3

Which Cisco SFR feature license is needed to allow a high school security administration to implement a policy to allow
student access to only high-reputation websites? 

A. AVC 

B. Botnet Traffic Filtering 

C. URL 

D. NGIPS 

E. AMP 

Correct Answer: C 

 

QUESTION 4

Which Cisco Fire POWER services license must the administrator have to detect and monitor the unauthorized
command-and-control network traffic? 

A. AVC 

B. WSE 

C. CWS 

D. AMP 

Correct Answer: D 

 

QUESTION 5

When the Cisco ASA appliance is processing packets, which action is performed first? 

A. Check if the packet is permitted or denied by the inbound interface ACL. 

B. Check if the packet is permitted or denied by the outbound interface ACL. 

C. Check if the packet is permitted or denied by the global ACL. 
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D. Check if the packet matches an existing connection in the connection table. 

E. Check if the packet matches an inspection policy. 

F. Check if the packet matches a NAT rule. 

Correct Answer: D 
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