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QUESTION 1

When preconfiguring a Cisco AnyConnect profile for the user group, which file is output by the Cisco AnyConnect profile
editor? 

A. user.ini 

B. user.html 

C. user.pcf 

D. user.xml 

Correct Answer: D 

 

QUESTION 2

To maintain employee productivity, employee access is restricted based on application, user, device, and location.
Which two licenses are needed to allow administrators to enforce company policy? (Choose two.) 

A. AVC 

B. Botnet Filtering 

C. IPS for NGFW 

D. WSE 

E. AnyConnect Premium 

Correct Answer: AD 

 

QUESTION 3

The "HTTPS decryption" feature is enabled with the default settings and decryption and IPS policies have been applied
to the traffic. Which statement describes what happens when a client connects to a server with an untrusted certificate? 

A. The HTTPS traffic is decrypted but not inspected by the IPS. 

B. The HTTPS traffic is dropped and is not decrypted or inspected by the IPS. 

C. The HTTPS traffic is decrypted, inspected by the IPS, and dropped if a threat is identified. 

D. The HTTPS traffic is not decrypted but is inspected by the IPS and dropped if a threat is identified. 

E. The HTTPS traffic is forwarded to the client but is not decrypted or inspected. 

Correct Answer: B 
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QUESTION 4

To which two policy types can an administrator apply a web reputation profile to implement reputation- based
processing? (Choose two.) 

A. access policies that permit traffic 

B. access policies that deny traffic 

C. decryption policies that decrypt potentially malicious traffic 

D. universal access policies 

E. NAT policies for ASAs that operate in multiple device mode 

F. packet capture policies that perform global capture of dropped packets 

Correct Answer: AC 

 

QUESTION 5

In which two ways is the Cisco ASA CWS subscription licensed? (Choose two.) 

A. term only 

B. term and seat 

C. term and application 

D. term and session 

E. free with purchase of WSE 5-year term subscription license 

Correct Answer: AB 
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