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QUESTION 1

In Linux, /etc/shadow file stores the real password in encrypted format for user\\'s account with added properties

associated with the user\\'s password.

—

In the example of a /etc/shadow file below, what does the bold letter string indicate? Vivek:
$1$fnffc$GteyHdicpGOfffXX40w#5:13064:0:99999:7

A. Number of days the user is warned before the expiration date
B. Minimum number of days required between password changes
C. Maximum number of days the password is valid

D. Last password changed

Correct Answer: B

Reference: http://www.cyberciti.biz/fag/understanding-etcshadow-file/ (bullet # 4)
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QUESTION 2

Black-box testing is a method of software testing that examines the functionality of an application (e.g. what the software
does) without peering into its internal structures or workings. Black-box testing is used to detect issues in SQL
statements and to detect SQL injection vulnerabilities.
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Server Side Code (BadLogin.aspx)

Most commonly, SQL injection vulnerabilities are a result of coding vulnerabilities during the
Implementation/Development phase and will likely require code changes.

Pen testers need to perform this testing during the development phase to find and fix the SQL injection vulnerability.
What can a pen tester do to detect input sanitization issues?

A. Send single quotes as the input data to catch instances where the user input is not sanitized

B. Send double quotes as the input data to catch instances where the user input is not sanitized

C. Send long strings of junk data, just as you would send strings to detect buffer overruns

D. Use a right square bracket (the "]" character) as the input data to catch instances where the user input is used as part
of a SQL identifier without any input sanitization

Correct Answer: D

QUESTION 3

Which of the following is developed to address security concerns on time and reduce the misuse or threat of attacks in
an organization?

A. Vulnerabilities checklists
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B. Configuration checklists
C. Action Plan
D. Testing Plan

Correct Answer: A

QUESTION 4

Which of the following acts is a proprietary information security standard for organizations that handle cardholder
information for the major debit, credit, prepaid, e-purse, ATM, and POS cards and applies to all entities involved in
payment card processing?

A. PIPEDA

B. PCI DSS

C. Human Rights Act 1998

D. Data Protection Act 1998

Correct Answer: B

Reference: http://en.wikipedia.org/wiki/Payment_Card_Industry_Data_Security_Standard

QUESTION 5

The framework primarily designed to fulfill a methodical and organized way of addressing five threat classes to network
and that can be used to access, plan, manage, and maintain secure computers and communication networks is:

A. Nortells Unified Security Framework

B. The IBM Security Framework

C. Bell Labs Network Security Framework
D. Microsoft Internet Security Framework

Correct Answer: C
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