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QUESTION 1

Which of the following is a framework of open standards developed by the Internet Engineering Task Force (IETF) that
provides secure transmission of the sensitive data over an unprotected medium, such as the Internet?

A. DNSSEC
B. Netsec
C. IKE

D. IPsec

Correct Answer: D

Reference: http://www.cisco.com/c/en/us/td/docs/net_mgmt/vpn_solutions_center/2- Ofip_security/
provisioning/guide/IPsecPG1.html

QUESTION 2

Which one of the following acts makes reputational risk of poor security a reality because it requires public disclosure of
any security breach that involves personal information if it is unencrypted or if it is reasonably believed that the
information has been acquired by an unauthorized person?

A. California SB 1386

B. Sarbanes-Oxley 2002

C. Gramm-Leach-Bliley Act (GLBA)

D. USA Patriot Act 2001

Correct Answer: A

QUESTION 3

What is a difference between host-based intrusion detection systems (HIDS) and network- based intrusion detection
systems (NIDS)?
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A. NIDS are usually a more expensive solution to implement compared to HIDS.
B. Attempts to install Trojans or backdoors cannot be monitored by a HIDS whereas NIDS can monitor
and stop such intrusion events.

C. NIDS are standalone hardware appliances that include network intrusion detection capabilities whereas HIDS consist
of software agents installed on individual computers within the system.

D. HIDS requires less administration and training compared to NIDS.

Correct Answer: C

QUESTION 4

HTTP protocol specifies that arbitrary binary characters can be passed within the URL by using %xx notation, where
\Wxx\' is the

A. ASCII value of the character

B. Binary value of the character

C. Decimal value of the character

D. Hex value of the character

Correct Answer: D
https://books.google.nl/books?id=0RfANAwOUdICandpg=PA720andlpg=PA720anddg=%22xx+no tation%22
+binaryandsource=blandots=pGMgass7tiandsig=rnlg1xZ78ScUvullTmDY3r7REucandhl=

nlandsa=Xandei=8C4dVYelNorgasrzgoALandved=0CEQQ6AEwWBQ#v=onepageandq=%22xx%20n otation%22%
20binaryandf=false
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QUESTION 5

Which Wireshark filter displays all the packets where the IP address of the source host is 10.0.0.7?
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A. ip.dst==10.0.0.7
B. ip.port==10.0.0.7
C. ip.src==10.0.0.7
D. ip.dstport==10.0.0.7
Correct Answer: C
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