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QUESTION 1

Black-box testing is a method of software testing that examines the functionality of an application (e.g. what the software
does) without peering into its internal structures or workings. Black-box testing is used to detect issues in SQL
statements and to detect SQL injection vulnerabilities.
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Server Side Code (BadLogin.aspx)

Most commonly, SQL injection vulnerabilities are a result of coding vulnerabilities during the
Implementation/Development phase and will likely require code changes.

Pen testers need to perform this testing during the development phase to find and fix the SQL injection vulnerability.
What can a pen tester do to detect input sanitization issues?

A. Send single quotes as the input data to catch instances where the user input is not sanitized

B. Send double quotes as the input data to catch instances where the user input is not sanitized

C. Send long strings of junk data, just as you would send strings to detect buffer overruns

D. Use a right square bracket (the "]" character) as the input data to catch instances where the user input is used as part
of a SQL identifier without any input sanitization

Correct Answer: D

QUESTION 2

Traceroute is a computer network diagnostic tool for displaying the route (path) and measuring transit delays of packets
across an Internet Protocol (IP) network. It sends a sequence of three Internet Control Message Protocol (ICMP) echo
request packets addressed to a destination host.

The time-to-live (TTL) value, also known as hop limit, is used in determining the intermediate routers being traversed
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towards the destination.

f T ——a Bk
B CAWindows\system3Nemd.exe - tracen WWW.BCoouUncil.org = ﬂ“

C:\>tracert wwW.eccouncil.org .

Tracing route to wew.eccouncil.org [66.111.3.186)
over a maximum of 30 hops:

Request timed out.

Request timed out

ras.beamtele.net [183.82.14.17)

121.2408.252 5. 5TATIC-Hyderabad.usnl.net.in [121

[¥]

172.29.253.33
172.25.81.134
1x=0-100. tcorel .MLU-Humbai . as6453.net [180
if=9-5 tcorel WYN-Marseille. as6453.net [80.

Request timed out.
1f-9-2.tcore2.L78-London.ased53.net [80.231.200

if-1-2.tcorel .LT7&-London.asty53.net [80.231.130

1f=17-2.tcorel .LON-London.as6ld453.net [80.231.130

195.219.83.102

5 3 W1l-3604-ve-228.csuZ. Londonl .Level3.net [4.69.166).
. -

Correct Answer: B

Reference: http://www.packetu.com/2009/10/09/traceroute-through-the-asa/

QUESTION 3

Which of the following defines the details of services to be provided for the client\\'s organization and the list of services
required for performing the test in the organization?

A. Draft
B. Report
C. Requirement list

D. Quotation
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Correct Answer: D

QUESTION 4

Which type of security policy applies to the below configuration? i)Provides maximum security while allowing known, but
necessary, dangers ii)All services are blocked; nothing is allowed iii)Safe and necessary services are enabled
individually iv)Non-essential services and procedures that cannot be made safe are NOT allowed v)Everything is
logged

Types of Policies

Promiscuous

A. Paranoid Policy

B. Prudent Policy

C. Permissive Policy
D. Promiscuous Policy

Correct Answer: B

QUESTION 5

A pen tester has extracted a database name by using a blind SQL injection. Now he begins to test the table inside the
database using the below query and finds the table:

http://juggyboy.com/page.aspx?id=1; IF (LEN(SELECT TOP 1 NAME from sysobjects where xtype=\\'U\\')=3) WAITFOR
DELAY \\'00:00:10\\-

http://juggyboy.com/page.aspx?id=1; IF (ASCll(lower(substring((SELECT TOP 1 NAME from sysobjects where
xtype=char(85)),1,1)))=101) WAITFOR DELAY \\'00:00:10\\'"-

http://juggyboy.com/page.aspx?id=1; IF (ASCll(lower(substring((SELECT TOP 1 NAME from sysobjects where
xtype=char(85)),2,1)))=109) WAITFOR DELAY \\'00:00:10\\'"-

http://juggyboy.com/page.aspx?id=1; IF (ASCll(lower(substring((SELECT TOP 1 NAME from sysobjects where
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xtype=char(85)),3,1)))=112) WAITFOR DELAY \\'00:00:10\\-
What is the table name?

A.CTS

B. QRT

C. EMP

D. ABC

Correct Answer: C
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