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QUESTION 1

You are a security analyst performing reconnaissance on a company you will be carrying out a penetration test for. You
conduct a search for IT jobs on Dice.com and find the following information for an open position: 

7+ years experience in Windows Server environment 5+ years experience in Exchange 2000/2003 environment
Experience with Cisco Pix Firewall, Linksys 1376 router, Oracle 11i and MYOB v3.4 Accounting software are required
MCSA desired, MCSE, CEH preferred No Unix/Linux Experience needed 

What is this information posted on the job website considered? 

A. Information vulnerability 

B. Social engineering exploit 

C. Trade secret 

D. Competitive exploit 

Correct Answer: A 

 

QUESTION 2

Your company uses Cisco routers exclusively throughout the network. After securing the routers to the best of your
knowledge, an outside security firm is brought in to assess the network security. Although they found very few issues,
they were able to enumerate the model, OS version, and capabilities for all your Cisco routers with very little effort.
Which feature will you disable to eliminate the ability to enumerate this information on your Cisco routers? 

A. Simple Network Management Protocol 

B. Broadcast System Protocol 

C. Cisco Discovery Protocol 

D. Border Gateway Protocol 

Correct Answer: C 

 

QUESTION 3

During the course of a corporate investigation, you find that an Employee is committing a crime. Can the Employer file a
criminal complain with Police? 

A. Yes, and all evidence can be turned over to the police 

B. Yes, but only if you turn the evidence over to a federal law enforcement agency 

C. No, because the investigation was conducted without following standard police procedures 

D. No, because the investigation was conducted without warrant 
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Correct Answer: A 

 

QUESTION 4

You work as a penetration tester for Hammond Security Consultants. You are currently working on a contract for the
state government of California. Your next step is to initiate a DoS attack on their network. Why would you want to initiate
a DoS attack on a system you are testing? 

A. Use attack as a launching point to penetrate deeper into the network 

B. Demonstrate that no system can be protected against DoS attacks 

C. List weak points on their network 

D. Show outdated equipment so it can be replaced 

Correct Answer: C 

 

QUESTION 5

Profiling is a forensics technique for analyzing evidence with the goal of identifying the perpetrator from their various
activity. After a computer has been compromised by a hacker, which of the following would be most important in forming
a profile of the incident? 

A. The manufacturer of the system compromised 

B. The logic, formatting and elegance of the code used in the attack 

C. The nature of the attack 

D. The vulnerability exploited in the incident 

Correct Answer: B 
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