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QUESTION 1

Which statement is correct about the Cisco IOS Control Plane Protection feature? 

A. Control Plane Protection is restricted to the IPv4 or IPv6 input path. 

B. Traffic that is destined to the router with IP options will be redirected to the host control plane. 

C. Disabling CEF will remove all active control-plane protection policies. Aggregate control-plane policies will continue to
operate.? 

D. The open-port option of a port-filtering policy allows access to all TCP/UDP based services that are configured on the
router. 

Correct Answer: C 

 

QUESTION 2

When you are configuring QoS on the Cisco ASA appliance, which four are valid traffic selection criteria? (Choose
four.) 

A. VPN group 

B. tunnel group 

C. IP precedence 

D. DSCP 

E. default-inspection-traffic 

F. qos-group 

Correct Answer: BCDE 

 

QUESTION 3

Which two statements about IPS signatures are true? (Choose two.) 

A. All of the built-in signatures are enabled by default. 

B. Tuned signatures are built-in signatures whose parameters are adjusted. 

C. Once the signature is removed from the sensing engine it cannot be restored 

D. It is recommended not to retire a signature that is not being used because then it cannot be restored. 

E. It is possible to define custom signatures. 

Correct Answer: BE 
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QUESTION 4

Which algorithm is used to generate the IKEv2 session key? 

A. Diffie-Hellman 

B. Rivest, Shamir, and Adleman 

C. Secure Hash Algorithm 

D. Rivest Cipher 4 

Correct Answer: A 

 

QUESTION 5

Refer to the exhibit. 

On R1, encrypt counters are incrementing. On R2, packets are decrypted, but the encrypt counter is not being
incremented. What is the most likely cause of this issue? 

A. a routing problem on R1 

B. a routing problem on R2 

C. incomplete IPsec SA establishment 

D. crypto engine failure on R2 

E. IPsec rekeying is occurring 

Correct Answer: B 
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