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QUESTION 1

Which two capabilities does an MDM provide? (Choose two.) 

A. delivery of network malware reports to an inbox in a schedule 

B. unified management of mobile devices, Macs, and PCs from a centralized dashboard 

C. enforcement of device security policies from a centralized dashboard 

D. manual identification and classification of client devices 

E. unified management of Android and Apple devices from a centralized dashboard 

Correct Answer: CE 

 

 

QUESTION 2

A malicious user gained network access by spoofing printer connections that were authorized using MAB on four
different switch ports at the same time. What two catalyst switch security features will prevent further violations?
(Choose two) 

A. DHCP Snooping 

B. 802.1AE MacSec 

C. Port security 

D. IP Device track 

E. Dynamic ARP inspection 

F. Private VLANs 

Correct Answer: AE 

 

QUESTION 3

On Cisco Firepower Management Center, which policy is used to collect health modules alerts from managed devices? 

A. health policy 

B. system policy 

C. correlation policy 

D. access control policy 

E. health awareness policy 
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Correct Answer: A 

 

QUESTION 4

An engineer has enabled LDAP accept queries on a listener. Malicious actors must be prevented from quickly
identifying all valid recipients. What must be done on the Cisco ESA to accomplish this goal? 

A. Configure incoming content filters 

B. Use Bounce Verification 

C. Configure Directory Harvest Attack Prevention 

D. Bypass LDAP access queries in the recipient access table 

Correct Answer: C 

A Directory Harvest Attack (DHA) is a technique used by spammers to find valid/existent email addresses at a domain
either by using Brute force or by guessing valid e-mail addresses at a domain using differentpermutations of common 

username. Its easy for attackers to get hold of a valid email address if yourorganization uses standard format for official
e-mail alias (for example: 

jsmith@example.com). We canconfigure DHA Prevention to prevent malicious actors from quickly identifying valid
recipients.Note: Lightweight Directory Access Protocol (LDAP) is an Internet protocol that email programs use to look
up 

contact information from a server, such as ClickMail Central Directory. For example, here\\'s an LDAP search translated
into plain English: "Search for all people located in Chicago who\\'s name contains "Fred" that have an email address. 

Please return their full name, email, title, and description. 

 

QUESTION 5

An organization has a Cisco ESA set up with policies and would like to customize the action assigned for violations. The
organization wants a copy of the message to be delivered with a message added to flag it as a DLP violation. Which
actions must be performed in order to provide this capability? 

A. deliver and send copies to other recipients 

B. quarantine and send a DLP violation notification 

C. quarantine and alter the subject header with a DLP violation 

D. deliver and add disclaimer text 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-
0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_010001.html 
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