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QUESTION 1

Which attack type attempts to shut down a machine or network so that users are not able to access it? 

A. smurf 

B. bluesnarfing 

C. MAC spoofing 

D. IP spoofing 

Correct Answer: A 

Denial-of-service (DDoS) aims at shutting down a network or service, causing it to be inaccessible to itsintended
users.The Smurf attack is a DDoS attack in which large numbers of Internet Control Message Protocol (ICMP)packets
with the intended victim\\'s spoofed source IP are broadcast to a computer network using an IPbroadcast address. 

 

QUESTION 2

Which algorithm provides asymmetric encryption? 

A. RC4 

B. AES 

C. RSA 

D. 3DES 

Correct Answer: C 

https://www.cisco.com/c/en/us/products/security/encryption-explained.html#~types-of-encryption RSA is asymmetric
cryptography, so there is one public key and one private key. 

 

QUESTION 3

Which encryption algorithm provides highly secure VPN communications? 

A. 3DES 

B. AES 256 

C. AES 128 

D. DES 

Correct Answer: B 
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QUESTION 4

What are two functions of TAXII in threat intelligence sharing? (Choose two.) 

A. determines the "what" of threat intelligence 

B. Supports STIX information 

C. allows users to describe threat motivations and abilities 

D. exchanges trusted anomaly intelligence information 

E. determines how threat intelligence information is relayed 

Correct Answer: BE 

 

QUESTION 5

Refer to the exhibit. When creating an access rule for URL filtering, a network engineer adds certain categories and
individual URLs to block. What is the result of the configuration? 

A. Only URLs for botnets with reputation scores of 1-3 will be blocked. 

B. Only URLs for botnets with a reputation score of 3 will be blocked. 

C. Only URLs for botnets with reputation scores of 3-5 will be blocked. 

D. Only URLs for botnets with a reputation score of 3 will be allowed while the rest will be blocked. 

Correct Answer: A 
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