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QUESTION 1

What is a difference between GETVPN and IPsec? 

A. GETVPN reduces latency and provides encryption over MPLS without the use of a central hub 

B. GETVPN provides key management and security association management 

C. GETVPN is based on IKEv2 and does not support IKEv1 

D. GETVPN is used to build a VPN network with multiple sites without having to statically configure all devices 

Correct Answer: A 

GETVPN Simplifies branch-to-branch instantaneous communications - Ensures low latency and jitter by enabling full-
time, direct communications between sites, without requiring transport through a central hub 

Maximizes security - Provides encryption for MPLS networks while maintaining network intelligence such as full-mesh
connectivity, natural routing path, and quality of service (QoS) 

Complies with governmental regulation and privacy laws - Helps you meet security compliance and internal regulation
by encrypting all WAN traffic 

Offers management flexibility - Eliminates complex peer-to-peer key management with group encryption keys 

 

QUESTION 2

Which two authentication protocols are supported by the Cisco WSA? (Choose two.) 

A. WCCP 

B. NTLM 

C. TLS 

D. SSL 

E. LDAP 

Correct Answer: BE 

 

QUESTION 3

Which feature requires a network discovery policy on the Cisco Firepower Next Generation Intrusion Prevention
System? 

A. Security Intelligence 

B. Impact Flags 

C. Health Monitoring 
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D. URL Filtering 

Correct Answer: B 

https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2019/pdf/BRKSEC-3300.pdf 

 

QUESTION 4

An administrator needs to configure the Cisco ASA via ASDM such that the network management system can actively
monitor the host using SNMPv3. Which two tasks must be performed for this configuration? (Choose two.) 

A. Specify the SNMP manager and UDP port. 

B. Specify an SNMP user group 

C. Specify a community string. 

D. Add an SNMP USM entry 

E. Add an SNMP host access entry 

Correct Answer: BD 

 

 

QUESTION 5

What are two differences between a Cisco WSA that is running in transparent mode and one running in explicit mode?
(Choose two) 

A. When the Cisco WSA is running in transparent mode, it uses the WSA\\'s own IP address as the HTTP request
destination. 

B. The Cisco WSA responds with its own IP address only if it is running in explicit mode. 

C. The Cisco WSA is configured in a web browser only if it is running in transparent mode. 

D. The Cisco WSA uses a Layer 3 device to redirect traffic only if it is running in transparent mode. 

E. The Cisco WSA responds with its own IP address only if it is running in transparent mode. 

Correct Answer: BD 

In explicit proxy mode, users are configured to use a web proxy and the web traffic is sent directly to the Cisco WSA. In
contrast, in transparent proxy mode the Cisco WSA intercepts user\\'s web traffic redirected from other network
devices, 

such as switches, routers, or firewalls. 

The Cisco WSA responds with its own IP address only if it is running in explicit mode. 

This statement is true. In explicit mode, the client\\'s browser is configured to send web traffic to the proxy server\\'s IP
address. Therefore, the WSA responds with its own IP address to the client\\'s requests. 
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The Cisco WSA uses a Layer 3 device to redirect traffic only if it is running in transparent mode. 

Option D is correct because in transparent mode, the WSA uses a Layer 3 device (such as a router) to redirect traffic to
the proxy server, whereas in explicit mode, the client\\'s browser is configured to send traffic directly to the WSA. 
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