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QUESTION 1

Engineers are working to document, list, and discover all used applications within an organization. During the regular
assessment of applications from the HR backup server, an engineer discovered an unknown application. The analysis
showed that the application is communicating with external addresses on a non-secure, unencrypted channel.
Information gathering revealed that the unknown application does not have an owner and is not being used by a
business unit. What are the next two steps the engineers should take in this investigation? (Choose two.) 

A. Determine the type of data stored on the affected asset, document the access logs, and engage the incident
response team. 

B. Identify who installed the application by reviewing the logs and gather a user access log from the HR department. 

C. Verify user credentials on the affected asset, modify passwords, and confirm available patches and updates are
installed. 

D. Initiate a triage meeting with department leads to determine if the application is owned internally or used by any
business unit and document the asset owner. 

Correct Answer: AD 

 

 

QUESTION 2

What is the purpose of hardening systems? 

A. to securely configure machines to limit the attack surface 

B. to create the logic that triggers alerts when anomalies occur 

C. to identify vulnerabilities within an operating system 

D. to analyze attacks to identify threat actors and points of entry 

Correct Answer: A 

 

QUESTION 3

DRAG DROP 

Drag and drop the type of attacks from the left onto the cyber kill chain stages at which the attacks are seen on the
right. 

Select and Place: 
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Correct Answer: 
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QUESTION 4

Refer to the exhibit. An engineer is investigating a case with suspicious usernames within the active directory. After the
engineer investigates and cross-correlates events from other sources, it appears that the 2 users are privileged, and
their creation date matches suspicious network traffic that was initiated from the internal network 2 days prior. 

Which type of compromise is occurring? 

A. compromised insider 

B. compromised root access 

C. compromised database tables 

D. compromised network 

Correct Answer: D 

 

 

QUESTION 5

A security architect in an automotive factory is working on the Cyber Security Management System and is implementing
procedures and creating policies to prevent attacks. Which standard must the architect apply? 

A. IEC62446 

B. IEC62443 
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C. IEC62439-3 

D. IEC62439-2 

Correct Answer: B 
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