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QUESTION 1

The manufacturing firm XYZ deployed outdoor mesh in one of their factories. The IT manager is asked to enable
monitoring of the mesh network on the map. Which two mesh link options can be shown as link labels of the mesh link
on the map? (Choose two.) 

A. SNR 

B. packet error rate 

C. data rate 

D. backhaul channel 

E. hop counter 

Correct Answer: AB 

 

QUESTION 2

In the Cisco Unified Wireless Network (CUWN) model, which of the following mappings is correct at the AP level? 

A. The AP maps IP DSCP 46 (EF) to IEEE 802.11e UP CoS 6. 

B. The AP maps IP DSCP 46 (EF) to IEEE 802.11e UP CoS 5. 

C. The AP maps IEEE 802.11e UP CoS 6 to 802.1p UP CoS 5. 

D. The AP maps IEEE 802.11e UP CoS 5 to 802.1p UP CoS 6. 

Correct Answer: A 

 

QUESTION 3

Corporation XYZ just underwent a third-party security audit. The auditors have required that the corporation implements
802.1x on its wireless network and disable all pre-shared key WLANs as soon as possible. XYZ does not have an
internal CA installed to provide server certificates today. However, it wishes to implement an EAP method that requires
clients to use server authentication in the future. XYZ also needs an EAP method that will allow both Active Directory
user authentication and time-based tokens. 

What is the best EAP method for XYZ to implement? 

A. TTLS 

B. PEAP 

C. FAST 

D. TLS 

Correct Answer: C 
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QUESTION 4

A wireless network administrator needs to limit guest user TCP traffic to no more than 50,000 kb/s, to conserve
bandwidth on the guest WLAN. To do this, the administrator configures the average real-time rate to 50,000 kb/s and
the burst real-time rate to 60,000 kb/s. Why does a test of the guest account show no restriction for the client TCP
traffic? 

A. The administrator should have configured the average data rate and burst data rate. 

B. The average real-time rate and burst real-time rate should always be equal. 

C. The average real-time rate should always be higher than the burst real-time rate. 

D. The administrator should have configured the average data rate and the average real- time rate. 

Correct Answer: A 

 

QUESTION 5

Which statement describes the operation of an access point in Rogue Location Discovery Protocol mode? 

A. The AP uses the existing wireless infrastructure in order to scan for rogue APs. Once discovered, these rogues are
added to a local list that includes the rogues\\' BSSIDs, MAC addresses, and any discovered security provisions (WPA, 

WEP, etc.). 

B. The AP detects a rogue client, and then the network administrator is able to contain both the rogue AP and the rogue
clients. This can be achieved because 802.11 deauthentication packets are sent to clients that are associated to rogue
APs, so threats such as holes are mitigated. 

C. The AP moves to the rogue channel and attempts to connect to the rogue as a client. The AP then tries to obtain an
IP address and forwards a UDP packet to the controller through the rogue. If the controller receives this packet, the
network administrator is notified that a rogue AP has been discovered on the wired network. 

D. The AP determines whether or not a rogue access point is on a trusted network. It does not provide RF service of
any kind, but rather receives periodic rogue access point reports from the controller, and sniffs all ARP packets. If it
finds a match between an ARP request and a MAC address it receives from the controller, it generates a rogue access
point alert to the controller. 

Correct Answer: C 
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