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QUESTION 1

Which statement is true regarding Transparent mode configuration on Cisco ASA firewall running version 9.x?
A. Networks connected with the ASA data interfaces must be in different subnets for the traffic to flow.

B. Bridge Groups are not supported in Transparent mode.

C. Default route defined on the ASA is only for the management traffic return path.

D. You need to make management interface of the ASA as the next-hop for the connected devices to establish
reachability across the ASA.

E. Management interface does not update the MAC address table.
Correct Answer: C
Transparent Firewall Guidelines

In transparent firewall mode, the management interface updates the MAC address table in the same manner as a data
interface; therefore you should not connect both a management and a data interface to the same switch unless you

configure one of the switch ports as a routed port (by default Cisco Catalyst switches share a MAC address for all VLAN
switch ports). Otherwise, if traffic arrives on the management interface from the physically-connected switch, then the

ASA updates the MAC address table to use the management interface to access the switch, instead of the data
interface. This action causes a temporary traffic interruption; the ASA will not re-update the MAC address table for
packets from

the switch to the data interface for at least 30 seconds for security reasons. Each directly-connected network must be on
the same subnet. Do not specify the bridge group management IP address as the default gateway for connected

devices; devices need to specify the router on the other side of the ASA as the default gateway. The default route for
the transparent firewall, which is required to provide a return path for management traffic, is only applied to
management

traffic from one bridge group network. This is because the default route specifies an interface in the bridge group as well
as the router IP address on the bridge group network, and you can only define one default route. If you have

management traffic from more than one bridge group network, you need to specify a static route that identifies the
network from which you expect management traffic.

Reference:

http://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/general/asa_91 gen eral_config/intro_fw.html

QUESTION 2

Refer to the exhibit.
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ASA# show failowver

Failover On

Failowver unit Primary

Failover LAN Interface: fover GigabitEthernet0/4 (up)

Unit Pell frequency 1 seconds, heldtime 15 =econds

Interface Poll frequency 5 seconds, holdbime 25 seconds
Interface Policy 1 S
Monitered Interfaces 4 of 114 maximum 1 \> 4
Verzion: Ours B.&(1l), Mate B.6(1) &>

Group 1 last failewver at: 13:18:32 UTC Sep 5 2012 }
Group 2 last failover at: 13:18:3% UTC Sep 5 2013 GtV
#
This host: Erimary __
Group 1 State: stardby Regﬁy >
Active time: 176 (seci Jlj
Group 2 State: Active e }~
Active time: 176 LSQCT£/

v y e
slot 0O: ASAEEIZ/hﬁ =w fgv (1.0/8.6(1)) =status (Up 3Zvs)
ol Interface au side (10.10.55.11): MNormal (Monitored)
el Interfagetgn ice (10.10.3.11): Neormal (Monitored)
c2 Interfice gutSide (10.10.5.10): Normal (Monitored)
cZ2 Int?r- éé insice (10.10.8.107: Nermal (Monitored)

i o : S
Other host: Sedo§d§:Q |
Group 1 Statoff Active

L=y 3 f.ll :
hgt = time: 0 f(=ec)
Etéig:

Stardby Ready

/igtive time: 0 (=ac)

slot 0: ABASS12 hwiesw rev (1.0/8.6(1)) status (Up Svs)
cl Interface outside (10.10.55.10): Normal (Meoenitored)
ol Interface insice (10.10.3.10): Wormal (Monitored)
cd Intertace ocutside (1LU.1U.5.11): Neormal (I"Ionj_tor'eEI
¢? Tnterface insice (10.10.8.11): Normal (Monitore:s

Group 2

Choose the correct description of the implementation that produced this output on the Cisco ASA appliance.
A. stateful failover using active-active for multi-context

B. stateful failover using active-standby for multi-context

C. stateful failover using active-standby for single-context

D. stateless failover using interface-level failover for multi-context

Correct Answer: A

QUESTION 3
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Which statement about the DH group is true?

A. It provides data confidentiality.

B. It does not provide data authentication.

C. It is negotiated in IPsec phase 2.

D. It establishes a shared key over a secured medium.
Correct Answer: B

Reference: https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange

QUESTION 4

What is the purpose of the BGP TTL security check?

A. The BGP TTL security check is used for iBGP session.

B. The BGP TTL security check protects against CPU utilization-based attacks.

C. The BGP TTL security check checks for a TTL value in packet header of less than or equal to for successful peering.
D. The BGP TTL security check authenticates a peer.

E. The BGP TTL security check protects against routing table corruption.

Correct Answer: B

QUESTION 5

What are three protocols that support Layer 7 class maps and policy maps for zone-based firewalls? (Choose three)
A. MIME

B. ICQ

C. POP3

D. IMAP

E. RDP

F. IKE

Correct Answer: BCD
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