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QUESTION 1

How can rainbow tables be defeated?

A. Password salting

B. Use of non-dictionary words

C. All uppercase character passwords

D. Lockout accounts under brute force password cracking attempts

Correct Answer: A Section: (none)

QUESTION 2

What statement is true regarding LM hashes?

A. LM hashes consist in 48 hexadecimal characters.

B. LM hashes are based on AES128 cryptographic standard.

C. Uppercase characters in the password are converted to lowercase.

D. LM hashes are not generated when the password length exceeds 15 characters.

Correct Answer: D Section: (none)

QUESTION 3

Which of the following security operations is used for determining the attack surface of an organization?

A. Running a network scan to detect network services in the corporate DMZ

B. Training employees on the security policy regarding social engineering

C. Reviewing the need for a security clearance for each employee

D. Using configuration management to determine when and where to apply security patches

Correct Answer: A Section: (none)

For a network scan the goal is to document the exposed attack surface along with any easily detected vulnerabilities.

References: http://meisecurity.com/home/consulting/consulting-network-scanning/

QUESTION 4

Which method can provide a better return on IT security investment and provide a thorough and comprehensive
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assessment of organizational security covering policy, procedure design, and implementation?
A. Penetration testing

B. Social engineering

C. Vulnerability scanning

D. Access control list reviews

Correct Answer: A Section: (none)

QUESTION 5

Which of the following can take an arbitrary length of input and produce a message digest output of 160 bit?
A. SHA-1

B. MD5

C. HAVAL D. MD4

Correct Answer: A Section: (none)
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