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QUESTION 1

Which of the following are variants of mandatory access control mechanisms? (Choose two.)
A. Two factor authentication

B. Acceptable use policy

C. Username / password

D. User education program

E. Sign in register

Correct Answer: AC

QUESTION 2

Which of the following settings enables Nessus to detect when it is sending too many packets and the network pipe is
approaching capacity?

A. Netstat WMI Scan

B. Silent Dependencies

C. Consider unscanned ports as closed

D. Reduce parallel connections on congestion

Correct Answer: D

QUESTION 3

Least privilege is a security concept that requires that a user is

A. limited to those functions required to do the job.

B. given root or administrative privileges.

C. trusted to keep all data and access to that data under their sole control.
D. given privileges equal to everyone else in the department.

Correct Answer: A

QUESTION 4

Bluetooth uses which digital modulation technique to exchange information between paired devices?
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A. PSK (phase-shift keying)

B. FSK (frequency-shift keying)

C. ASK (amplitude-shift keying)

D. QAM (quadrature amplitude modulation)

Correct Answer: A

QUESTION 5

Neil is a network administrator working in Istanbul. Neil wants to setup a protocol analyzer on his network that will
receive a copy of every packet that passes through the main office switch. What type of port will Neil need to setup in
order to accomplish this?

A. Neil will have to configure a Bridged port that will copy all packets to the protocol analyzer.

B. Neil will need to setup SPAN port that will copy all network traffic to the protocol analyzer.

C. He will have to setup an Ether channel port to get a copy of all network traffic to the analyzer.

D. He should setup a MODS port which will copy all network traffic.

Correct Answer: B
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