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QUESTION 1

Which rootkit is characterized by its function of adding code and/or replacing some of the operating-system kernel code
to obscure a backdoor on a system?

A. User-mode rootkit

B. Library-level rootkit

C. Kernel-level rootkit

D. Hypervisor-level rootkit

Correct Answer: C

QUESTION 2

Which of the following is a component of a risk assessment?
A. Administrative safeguards

B. Physical security

C.DMZ

D. Logical interface

Correct Answer: A

QUESTION 3

Bella, a security professional working at an it firm, finds that a security breach has occurred while transferring important
files. Sensitive data, employee usernames. and passwords are shared In plaintext, paving the way for hackers 10
perform successful session hijacking. To address this situation. Bella Implemented a protocol that sends data using
encryption and digital certificates. Which of the following protocols Is used by Bella?

A. FTP

B. HTTPS

C. FTPS

D.IP

Correct Answer: C

The File Transfer Protocol (FTP) is a standard organization convention utilized for the exchange of PC records from a
worker to a customer on a PC organization. FTP is based on a customer worker model engineering utilizing separate
control and information associations between the customer and the server.[1] FTP clients may validate themselves with

an unmistakable book sign-in convention, ordinarily as a username and secret key, however can interface namelessly if
the worker is designed to permit it. For secure transmission that ensures the username and secret phrase, and
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scrambles the substance, FTP is frequently made sure about with SSL/TLS (FTPS) or supplanted with SSH File
Transfer Protocol (SFTP). The primary FTP customer applications were order line programs created prior to working
frameworks had graphical Uls, are as yet dispatched with most Windows, Unix, and Linux working systems.[2][3] Many
FTP customers and mechanization utilities have since been created for working areas, workers, cell phones, and
equipment, and FTP has been fused into profitability applications, for example, HTML editors.

QUESTION 4

Joel, a professional hacker, targeted a company and identified the types of websites frequently visited by its employees.
Using this information, he searched for possible loopholes in these websites and injected a malicious script that can
redirect users from the web page and download malware onto a victim\\'s machine. Joel waits for the victim to access
the infected web application so as to compromise the victim\\'s machine. Which of the following techniques is used by
Joel in the above scenario?

A. DNS rebinding attack

B. Clickjacking attack

C. MarioNet attack

D. Watering hole attack

Correct Answer: B

https://en.wikipedia.org/wiki/Clickjacking

Clickjacking is an attack that tricks a user into clicking a webpage element which is invisible or disguised as another
element. This can cause users to unwittingly download malware, visit malicious web pages, provide credentials or
sensitive

information, transfer money, or purchase products online.

Typically, clickjacking is performed by displaying an invisible page or HTML element, inside an iframe, on top of the
page the user sees. The user believes they are clicking the visible page but in fact they are clicking an invisible element

in the

additional page transposed on top of it.

QUESTION 5

John, a disgruntled ex-employee of an organization, contacted a professional hacker to exploit the organization. In the
attack process, the professional hacker Installed a scanner on a machine belonging to one of the vktims and scanned
several machines on the same network to Identify vulnerabilities to perform further exploitation. What is the type of
vulnerability assessment tool employed by John in the above scenario?

A. Proxy scanner

B. Agent-based scanner

C. Network-based scanner

D. Cluster scanner
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Correct Answer: C

Network-based scanner

A network-based vulnerability scanner, in simplistic terms, is the process of identifying loopholes on a computer\\'s
network or IT assets, which hackers and threat actors can exploit. By implementing this process, one can successfully
identify

their organization\\'s current risk(s). This is not where the buck stops; one can also verify the effectiveness of your
system\\'s security measures while improving internal and external defenses. Through this review, an organization is

well

equipped to take an extensive inventory of all systems, including operating systems, installed software, security
patches, hardware, firewalls, anti- virus software, and much more.

Agent-based scanner

Agent-based scanners make use of software scanners on each and every device; the results of the scans are reported
back to the central server. Such scanners are well equipped to find and report out on a range of vulnerabilities. NOTE:

This option is not suitable for us, since for it to work, you need to install a special agent on each computer before you
start collecting data from them.
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