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QUESTION 1

Sophia is a shopping enthusiast who spends significant time searching for trendy outfits online. Clark, an attacker,
noticed her activities several times and sent a fake email containing a deceptive page link to her social media page
displaying all-new and trendy outfits. In excitement, Sophia clicked on the malicious link and logged in to that page using
her valid credentials. Which of the following tools is employed by Clark to create the spoofed email? 

A. PyLoris 

B. Slowloris 

C. Evilginx 

D. PLCinject 

Correct Answer: C 

 

QUESTION 2

What would be the fastest way to perform content enumeration on a given web server by using the Gobuster tool? 

A. Performing content enumeration using the bruteforce mode and 10 threads 

B. Shipping SSL certificate verification 

C. Performing content enumeration using a wordlist D. Performing content enumeration using the bruteforce mode and
random file extensions 

Correct Answer: A 

 

 

QUESTION 3

When purchasing a biometric system, one of the considerations that should be reviewed is the processing speed. Which
of the following best describes what it is meant by processing? 

A. The amount of time and resources that are necessary to maintain a biometric system 

B. How long it takes to setup individual user accounts 

C. The amount of time it takes to be either accepted or rejected from when an individual provides identification and
authentication information 

D. The amount of time it takes to convert biometric data into a template on a smart card 

Correct Answer: C 

 

QUESTION 4
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Which command can be used to show the current TCP/IP connections? 

A. Netsh 

B. Netstat 

C. Net use connection 

D. Net use 

Correct Answer: A 

 

QUESTION 5

DNS cache snooping is a process of determining if the specified resource address is present in the DNS cache records.
It may be useful during the examination of the network to determine what software update resources are used, thus
discovering what software is installed. 

What command is used to determine if the entry is present in DNS cache? 

A. nslookup -fullrecursive update.antivirus.com 

B. dnsnooping -rt update.antivirus.com 

C. nslookup -norecursive update.antivirus.com 

D. dns --snoop update.antivirus.com 

Correct Answer: C 
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