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QUESTION 1

Which results will be returned with the following Google search query? site:target.com site:Marketing.target.com
accounting 

A. Results from matches on the site marketing.target.com that are in the domain target.com but do not include the word
accounting. 

B. Results matching all words in the query. 

C. Results for matches on target.com and Marketing.target.com that include the word "accounting" 

D. Results matching "accounting" in domain target.com but not on the site Marketing.target.com 

Correct Answer: D 

 

QUESTION 2

Thomas, a cloud security professional, is performing security assessment on cloud services to identify any loopholes.
He detects a vulnerability in a bare-metal cloud server that can enable hackers to implant malicious backdoors in its
firmware. He also identified that an installed backdoor can persist even if the server is reallocated to new clients or
businesses that use it as an laaS. 

What is the type of cloud attack that can be performed by exploiting the vulnerability discussed in the above scenario? 

A. Man-in-the-cloud (MITC) attack 

B. Cloud cryptojacking 

C. Cloudborne attack 

D. Metadata spoofing attack 

Correct Answer: C 

 

QUESTION 3

Gerard, a disgruntled ex-employee of Sunglass IT Solutions, targets this organization to perform sophisticated attacks
and bring down its reputation in the market. To launch the attacks process, he performed DNS footprinting to gather
information about ONS servers and to identify the hosts connected in the target network. He used an automated tool
that can retrieve information about DNS zone data including DNS domain names, computer names. IP addresses. DNS
records, and network Who is records. He further exploited this information to launch other sophisticated attacks. What is
the tool employed by Gerard in the above scenario? 

A. Knative 

B. zANTI 

C. Towelroot 

D. Bluto 
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Correct Answer: D 

 

QUESTION 4

If a token and 4-digit personal identification number (PIN) are used to access a computer system and the token
performs off-line checking for the correct PIN, what type of attack is possible? 

A. Birthday 

B. Brute force 

C. Man-in-the-middle 

D. Smurf 

Correct Answer: B 

 

QUESTION 5

One of your team members has asked you to analyze the following SOA record. 

What is the TTL? Rutgers.edu.SOA NS1.Rutgers.edu ipad.college.edu (200302028 3600 3600 604800 2400.) 

A. 200303028 

B. 3600 

C. 604800 

D. 2400 

E. 60 

F. 4800 

Correct Answer: D 
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