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QUESTION 1

Ben purchased a new smartphone and received some updates on it through the OTA method. He received two
messages: one with a PIN from the network operator and another asking him to enter the PIN received from the
operator. As soon as he entered the PIN, the smartphone started functioning in an abnormal manner. What is the type
of attack performed on Ben in the above scenario? 

A. Advanced SMS phishing 

B. Bypass SSL pinning 

C. Phishing 

D. Tap \\'n ghost attack 

Correct Answer: A 

 

QUESTION 2

A network admin contacts you. He is concerned that ARP spoofing or poisoning might occur on his network. What are
some things he can do to prevent it? Select the best answers. 

A. Use port security on his switches. 

B. Use a tool like ARPwatch to monitor for strange ARP activity. 

C. Use a firewall between all LAN segments. 

D. If you have a small network, use static ARP entries. 

E. Use only static IP addresses on all PC\\'s. 

Correct Answer: ABD 

 

QUESTION 3

Scenario: Joe turns on his home computer to access personal online banking. When he enters the URL www.bank.com.
the website is displayed, but it prompts him to re-enter his credentials as if he has never visited the site before. When he
examines the website URL closer, he finds that the site is not secure and the web address appears different. What type
of attack he is experiencing?. 

A. Dos attack 

B. DHCP spoofing 

C. ARP cache poisoning 

D. DNS hijacking 

Correct Answer: D 
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QUESTION 4

These hackers have limited or no training and know how to use only basic techniques or tools. 

What kind of hackers are we talking about? 

A. Black-Hat Hackers A 

B. Script Kiddies 

C. White-Hat Hackers 

D. Gray-Hat Hacker 

Correct Answer: B 

Script Kiddies: These hackers have limited or no training and know how to use only basictechniques or tools. Even then
they may not understand any or all of what they are doing. 

 

QUESTION 5

As a Certified Ethical Hacker, you were contracted by a private firm to conduct an external security assessment through
penetration testing. 

What document describes the specifics of the testing, the associated violations, and essentially protects both the
organization\\'s interest and your liabilities as a tester? 

A. Service Level Agreement 

B. Project Scope 

C. Rules of Engagement 

D. Non-Disclosure Agreement 

Correct Answer: C 
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