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QUESTION 1

Sophia travels a lot and worries that her laptop containing confidential documents might be stolen. What is the best
protection that will work for her? 

A. Password protected files 

B. Hidden folders 

C. BIOS password 

D. Full disk encryption. 

Correct Answer: D 

 

QUESTION 2

Seth is starting a penetration test from inside the network. He hasn\\'t been given any information about the network.
What type of test is he conducting? 

A. Internal Whitebox 

B. External, Whitebox 

C. Internal, Blackbox 

D. External, Blackbox 

Correct Answer: C 

 

QUESTION 3

How can rainbow tables be defeated? 

A. Password salting 

B. Use of non-dictionary words 

C. All uppercase character passwords 

D. Lockout accounts under brute force password cracking attempts 

Correct Answer: A 

 

QUESTION 4

If the final set of security controls does not eliminate all risk in a system, what could be done next? 

A. Continue to apply controls until there is zero risk. 
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B. Ignore any remaining risk. 

C. If the residual risk is low enough, it can be accepted. 

D. Remove current controls since they are not completely effective. 

Correct Answer: C 

 

QUESTION 5

To send a PGP encrypted message, which piece of information from the recipient must the sender have before
encrypting the message? 

A. Recipient\\'s private key 

B. Recipient\\'s public key 

C. Master encryption key 

D. Sender\\'s public key 

Correct Answer: B 

312-50V10 VCE Dumps 312-50V10 Practice Test 312-50V10 Study Guide

Powered by TCPDF (www.tcpdf.org)

312-50V10 VCE Dumps | 312-50V10 Practice Test | 312-50V10 Study Guide                                3 / 3

https://www.leads4pass.com/312-50v10.html
https://www.leads4pass.com/312-50v10.html
https://www.leads4pass.com/312-50v10.html
http://www.tcpdf.org
https://www.leads4pass.com/312-50v10.html
https://www.leads4pass.com/312-50v10.html
https://www.leads4pass.com/312-50v10.html

