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QUESTION 1

In which phase of the ethical hacking process can Google hacking be employed? This is a technique that involves
manipulating a search string with specific operators to search for vulnerabilities. 

Example: allintitle: root passwd 

A. Maintaining Access 

B. Gaining Access 

C. Reconnaissance 

D. Scanning and Enumeration 

Correct Answer: C 

 

QUESTION 2

What are two things that are possible when scanning UDP ports? (Choose two.) 

A. A reset will be returned 

B. An ICMP message will be returned 

C. The four-way handshake will not be completed 

D. An RFC 1294 message will be returned 

E. Nothing 

Correct Answer: BE 

 

QUESTION 3

Your business has decided to add credit card numbers to the data it backs up to tape. Which of the following represents
the best practice your business should observe? 

A. Hire a security consultant to provide direction. 

B. Do not back up cither the credit card numbers or then hashes. 

C. Back up the hashes of the credit card numbers not the actual credit card numbers. 

D. Encrypt backup tapes that are sent off-site. 

Correct Answer: A 
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QUESTION 4

LM hash is a compromised password hashing function. Which of the following parameters describe LM Hash:? 

I -The maximum password length is 14 characters. 

II -There are no distinctions between uppercase and lowercase. 

III -It\\'s a simple algorithm, so 10,000,000 hashes can be generated per second. 

A. I 

B. I, II, and III 

C. II 

D. I and II 

Correct Answer: B 

 

 

QUESTION 5

What is the main disadvantage of the scripting languages as opposed to compiled programming languages? 

A. Scripting languages are hard to learn. 

B. Scripting languages are not object-oriented. 

C. Scripting languages cannot be used to create graphical user interfaces. 

D. Scripting languages are slower because they require an interpreter to run the code. 

Correct Answer: D 
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