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QUESTION 1

LM hash is a compromised password hashing function. Which of the following parameters describe LM Hash:? 

I -The maximum password length is 14 characters. 

II -There are no distinctions between uppercase and lowercase. 

III -It\\'s a simple algorithm, so 10,000,000 hashes can be generated per second. 

A. I 

B. I, II, and III 

C. II 

D. I and II 

Correct Answer: B 

 

 

QUESTION 2

Emil uses nmap to scan two hosts using this command. 

nmap -sS -T4 -O 192.168.99.1 192.168.99.7 

He receives this output: 
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What is his conclusion? 

A. Host 192.168.99.7 is an iPad. 

B. He performed a SYN scan and OS scan on hosts 192.168.99.1 and 192.168.99.7. 

C. Host 192.168.99.1 is the host that he launched the scan from. 

D. Host 192.168.99.7 is down. 

Correct Answer: B 

 

QUESTION 3

Which of the below hashing functions are not recommended for use? 

A. SHA-1.ECC 

B. MD5, SHA-1 

C. SHA-2. SHA-3 

D. MD5. SHA-5 

Correct Answer: A 
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QUESTION 4

Which command line switch would be used in NMAP to perform operating system detection? 

A. -OS 

B. -sO 

C. -sP 

D. -O 

Correct Answer: D 

 

QUESTION 5

Low humidity in a data center can cause which of the following problems? 

A. Heat 

B. Corrosion 

C. Static electricity 

D. Airborne contamination 

Correct Answer: C 
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