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QUESTION 1

Which of the following programs is usually targeted at Microsoft Office products? 

A. Polymorphic virus 

B. Multipart virus 

C. Macro virus 

D. Stealth virus 

Correct Answer: C 

A macro virus is a virus that is written in a macro language: a programming language which is embedded inside a
software application (e.g., word processors and spreadsheet applications). Some applications, such as Microsoft Office,
allow macro programs to be embedded in documents such that the macros are run automatically when the document is
opened, and this provides a distinct mechanism by which malicious computer instructions can spread. 

References: https://en.wikipedia.org/wiki/Macro_virus 

 

QUESTION 2

Nathan is testing some of his network devices. Nathan is using Macof to try and flood the ARP cache of these switches. 

If these switches\\' ARP cache is successfully flooded, what will be the result? 

A. The switches will drop into hub mode if the ARP cache is successfully flooded. 

B. If the ARP cache is flooded, the switches will drop into pix mode making it less susceptible to attacks. 

C. Depending on the switch manufacturer, the device will either delete every entry in its ARP cache or reroute packets
to the nearest switch. 

D. The switches will route all traffic to the broadcast address created collisions. 

Correct Answer: A 

 

QUESTION 3

Which of the following is the greatest threat posed by backups? 

A. A backup is the source of Malware or illicit information. 

B. A backup is unavailable during disaster recovery. 

C. A backup is incomplete because no verification was performed. 

D. An un-encrypted backup can be misplaced or stolen. 

Correct Answer: D 
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If the data written on the backup media is properly encrypted, it will be useless for anyone without the key. 

References: http://resources.infosecinstitute.com/backup-media-encryption/ 

 

QUESTION 4

Which definition among those given below best describes a covert channel? 

A. A server program using a port that is not well known. 

B. Making use of a protocol in a way it is not intended to be used. 

C. It is the multiplexing taking place on a communication link. 

D. It is one of the weak channels used by WEP which makes it insecure 

Correct Answer: B 

 

QUESTION 5

During the process of encryption and decryption, what keys are shared? 

During the process of encryption and decryption, what keys are shared? 

A. Private keys 

B. User passwords 

C. Public keys 

D. Public and private keys 

Correct Answer: C 
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