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QUESTION 1

A company firewall engineer has configured a new DMZ to allow public systems to be located away from the internal
network. The engineer has three security zones set: The engineer wants to configure remote desktop access from a
fixed IP on the remote network to a remote desktop server in the DMZ. Which rule would best fit this requirement? 

A. Permit 217.77.88.0/24 11.12.13.0/24 RDP 3389 

B. Permit 217.77.88.12 11.12.13.50 RDP 3389 

C. Permit 217.77.88.12 11.12.13.0/24 RDP 3389 

D. Permit 217.77.88.0/24 11.12.13.50 RDP 3389 

Correct Answer: B 

 

QUESTION 2

Which initial procedure should an ethical hacker perform after being brought into an organization? 

A. Begin security testing. 

B. Turn over deliverables. 

C. Sign a formal contract with non-disclosure. 

D. Assess what the organization is trying to protect. 

Correct Answer: C 

 

QUESTION 3

Which of the following is considered an acceptable option when managing a risk? 

A. Reject the risk. 

B. Deny the risk. 

C. Mitigate the risk. 

D. Initiate the risk. 

Correct Answer: C 
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QUESTION 4

A penetration tester is hired to do a risk assessment of a company\\'s DMZ. The rules of engagement states that the
penetration test be done from an external IP address with no prior knowledge of the internal IT systems. What kind of
test is being performed? 

A. white box 

B. grey box 

C. red box 

D. black box 

Correct Answer: D 

 

QUESTION 5

Perspective clients want to see sample reports from previous penetration tests. 

What should you do next? 

A. Decline but, provide references. 

B. Share full reports, not redacted. 

C. Share full reports with redactions. 

D. Share reports, after NDA is signed. 

Correct Answer: A 

Penetration tests data should not be disclosed to third parties. 
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