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QUESTION 1

Which of the following is NOT an ideal choice for biometric controls? 

A. Iris patterns 

B. Fingerprints 

C. Height and weight 

D. Voice 

Correct Answer: C 

 

QUESTION 2

When discussing passwords, what is considered a brute force attack? 

A. You attempt every single possibility until you exhaust all possible combinations or discover the password 

B. You threaten to use the rubber hose on someone unless they reveal their password 

C. You load a dictionary of words into your cracking program 

D. You create hashes of a large number of words and compare it with the encrypted passwords 

E. You wait until the password expires 

Correct Answer: A 

 

QUESTION 3

A botnet can be managed through which of the following? 

A. IRC 

B. E-Mail 

C. Linkedin and Facebook 

D. A vulnerable FTP server 

Correct Answer: A 

 

QUESTION 4

Which of the following is a form of penetration testing that relies heavily on human interaction and often involves tricking
people into breaking normal security procedures? 
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A. Social Engineering 

B. Piggybacking 

C. Tailgating 

D. Eavesdropping 

Correct Answer: A 

 

QUESTION 5

Sandra has been actively scanning the client network on which she is doing a vulnerability assessment test. 

While conducting a port scan she notices open ports in the range of 135 to 139. What protocol is most likely to be
listening on those ports? 

A. Finger 

B. FTP 

C. Samba 

D. SMB 

Correct Answer: D 
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