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QUESTION 1

If a token and 4-digit personal identification number (PIN) are used to access a computer system and the token
performs off-line checking for the correct PIN, what type of attack is possible? 

A. Birthday 

B. Brute force 

C. Man-in-the-middle 

D. Smurf 

Correct Answer: B 

Brute force attacks are performed with tools that cycle through many possible character, number, and symbol
combinations to guess a password. Since the token allows offline checking of PIN, the cracker can keep trying PINS
until it is cracked. 

 

QUESTION 2

Blane is a security analyst for a law firm. One of the lawyers needs to send out an email to a client but he wants to know
if the email is forwarded on to any other recipients. The client is explicitly asked not to re-send the email since that
would be a violation of the lawyer\\'s and client\\'s agreement for this particular case. What can Blane use to accomplish
this? 

A. He can use a split-DNS service to ensure the email is not forwarded on. 

B. A service such as HTTrack would accomplish this. 

C. Blane could use MetaGoofil tracking tool. 

D. Blane can use a service such as ReadNotify tracking tool. 

Correct Answer: D 

 

QUESTION 3

What are the six types of social engineering?(Choose six). 

A. Spoofing 

B. Reciprocation 

C. Social Validation 

D. Commitment 

E. Friendship 

F. Scarcity 
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G. Authority 

H. Accountability 

Correct Answer: BCDEFG 

All social engineering is performed by taking advantage of human nature. For in-depth information on the subject
review, read Robert Cialdini\\'s book, Influence: Science and Practice. 

 

QUESTION 4

What are the three phases involved in security testing? 

A. Reconnaissance, Conduct, Report 

B. Reconnaissance, Scanning, Conclusion 

C. Preparation, Conduct, Conclusion 

D. Preparation, Conduct, Billing 

Correct Answer: C 

Preparation phase - A formal contract is executed containing non-disclosure of the client\\'s data and legal protection for
the tester. At a minimum, it also lists the IP addresses to be tested and time to test. Conduct phase - In this phase the
penetration test is executed, with the tester looking for potential vulnerabilities. Conclusion phase - The results of the
evaluation are communicated to the pre-defined organizational contact, and corrective action is advised. 

 

QUESTION 5

What type of session hijacking attack is shown in the exhibit? 

A. Session Sniffing Attack 
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B. Cross-site scripting Attack 

C. SQL Injection Attack 

D. Token sniffing Attack 

Correct Answer: A 
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