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QUESTION 1

Network forensics can be defined as the sniffing, recording, acquisition and analysis of the network traffic and event logs
in order to investigate a network security incident.

A. True
B. False

Correct Answer: A

QUESTION 2

Which of the following Steganography technigues allows you to encode information that ensures creation of cover for
secret communication?

A. Substitution techniques

B. Transform domain techniques
C. Cover generation techniques
D. Spread spectrum technigues

Correct Answer: C

QUESTION 3

What is the smallest allocation unit of a hard disk?
A. Cluster

B. Spinning tracks

C. Disk platters

D. Slack space

Correct Answer: A

QUESTION 4

What is a bit-stream copy?

A. Bit-Stream Copy is a bit-by-bit copy of the original storage medium and exact copy of the original disk
B. A bit-stream image is the file that contains the NTFS files and folders of all the data on a disk or partition

C. A bit-stream image is the file that contains the FAT32 files and folders of all the data on a disk or partition
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D. Creating a bit-stream image transfers only non-deleted files from the original disk to the image disk

Correct Answer: A

QUESTION 5

Smith, an employee of a reputed forensic Investigation firm, has been hired by a private organization to investigate a
laptop that is suspected to be involved in hacking of organization DC server. Smith wants to find all the values typed into
the Run box in the Start menu. Which of the following registry key Smith will check to find the above information?

A. UserAssist Key

B. MountedDevices key

C. RunMRU key

D. TypedURLs key

Correct Answer: C
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