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QUESTION 1

An expert witness is a witness, who by virtue of education, profession, or experience, is believed to have special
knowledge of his/her subject beyond that of the average person, sufficient that others legally depend upon his/her
opinion. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 2

What is the first step that needs to be carried out to crack the password? 

A. A word list is created using a dictionary generator program or dictionaries 

B. The list of dictionary words is hashed or encrypted 

C. The hashed wordlist is compared against the target hashed password, generally one word at a time 

D. If it matches, that password has been cracked and the password cracker displays the unencrypted version of the
password 

Correct Answer: A 

 

QUESTION 3

Which root folder (hive) of registry editor contains a vast array of configuration information for the system, including
hardware settings and software settings? 

A. HKEY_USERS 

B. HKEY_CURRENT_USER 

C. HKEY_LOCAL_MACHINE 

D. HKEY-CURRENT_CONFIG 

Correct Answer: C 

 

QUESTION 4

BMP (Bitmap) is a standard file format for computers running the Windows operating system. BMP images can range
from black and white (1 bit per pixel) up to 24 bit color (16.7 million colors). Each bitmap file contains header, the
RGBQUAD array, information header, and image data. Which of the following element specifies the dimensions,
compression type, and color format for the bitmap? 
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A. Header 

B. The RGBQUAD array 

C. Information header 

D. Image data 

Correct Answer: B 

 

QUESTION 5

Digital photography helps in correcting the perspective of the Image which Is used In taking the measurements of the
evidence. Snapshots of the evidence and incident-prone areas need to be taken to help in the forensic process. Is
digital photography accepted as evidence in the court of law? 

A. Yes 

B. No 

Correct Answer: A 
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