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QUESTION 1

The Recycle Bin is located on the Windows desktop. When you delete an item from the hard disk, Windows sends that
deleted item to the Recycle Bin and the icon changes to full from empty, but items deleted from removable media, such
as a floppy disk or network drive, are not stored in the Recycle Bin. 

What is the size limit for Recycle Bin in Vista and later versions of the Windows? 

A. No size limit 

B. Maximum of 3.99 GB 

C. Maximum of 4.99 GB 

D. Maximum of 5.99 GB 

Correct Answer: A 

 

QUESTION 2

Windows Security Accounts Manager (SAM) is a registry file which stores passwords in a hashed format. SAM file in
Windows is located at: 

A. C:\windows\system32\config\SAM 

B. C:\windows\system32\con\SAM 

C. C:\windows\system32\Boot\SAM 

D. C:\windows\system32\drivers\SAM 

Correct Answer: A 

 

QUESTION 3

A system with a simple logging mechanism has not been given much attention during development, this system is now
being targeted by attackers, if the attacker wants to perform a new line injection attack, what will he/she inject into the
log file? 

A. Plaintext 

B. Single pipe character 

C. Multiple pipe characters 

D. HTML tags 

Correct Answer: A 
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QUESTION 4

In what circumstances would you conduct searches without a warrant? 

A. When destruction of evidence is imminent, a warrantless seizure of that evidence is justified if there is probable
cause to believe that the item seized constitutes evidence of criminal activity 

B. Agents may search a place or object without a warrant if he suspect the crime was committed C. A search warrant is
not required if the crime involves Denial-Of-Service attack over the Internet 

D. Law enforcement agencies located in California under section SB 567 are authorized to seize computers without
warrant under all circumstances 

Correct Answer: A 

 

QUESTION 5

Which is not a part of environmental conditions of a forensics lab? 

A. Large dimensions of the room 

B. Good cooling system to overcome excess heat generated by the work station 

C. Allocation of workstations as per the room dimensions 

D. Open windows facing the public road 

Correct Answer: D 
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