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QUESTION 1

An attacker successfully gained access to a remote Windows system and plans to install persistent backdoors on it.
Before that, to avoid getting detected in future, he wants to cover his tracks by disabling the last-accessed timestamps
of the machine. What would he do to achieve this?

A. Set the registry value of HKLM\SYSTEM\CurrentControlSet\Control\FileSystem \NtfsDisableLastAccessUpdate to O
B. Run the command fsutil behavior set disablelastaccess 0

C. Set the registry value of HKLM\SYSTEM\CurrentControlSet\Control\FileSystem \NtfsDisableLastAccessUpdate to 1
D. Run the command fsutil behavior set enablelastaccess 0

Correct Answer: C

Reference https://www.techrepublic.com/article/tech-tip-disable-the-last-access-update/

QUESTION 2

Physical security recommendations: There should be only one entrance to a forensics lab
A. True

B. False

Correct Answer: A

QUESTION 3

What hashing method is used to password protect Blackberry devices?
A. AES

B. RC5

C. MD5

D. SHA-1

Correct Answer: D

QUESTION 4

Depending upon the jurisdictional areas, different laws apply to different incidents. Which of the following law is related
to fraud and related activity in connection with computers?

A. 18 USC §1029
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B. 18 USC §1030
C. 18 USC 81361
D. 18 USC §1371

Correct Answer: B

QUESTION 5

As a part of the investigation, Caroline, a forensic expert, was assigned the task to examine the transaction logs
pertaining to a database named Transfers. She used SQL Server Management Studio to collect the active transaction
log files of the database. Caroline wants to extract detailed information on the logs, including AllocUnitld, page id, slot id,
etc. Which of the following commands does she need to execute in order to extract the desired information?

A. DBCC LOG(Transfers, 1)

B. DBCC LOG(Transfers, 3)

C. DBCC LOG(Transfers, 0)

D. DBCC LOG(Transfers, 2)

Correct Answer: D
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