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QUESTION 1

Robert is a regional manager working in a reputed organization. One day, he suspected malware attack after unwanted
programs started to popup after logging into his computer. The network administrator was called upon to trace out any
intrusion on the computer and he/she finds that suspicious activity has taken place within Autostart locations. In this
situation, which of the following tools is used by the network administrator to detect any intrusion on a system?

A. Hex Editor

B. Internet Evidence Finder

C. Process Monitor

D. Report Viewer

Correct Answer: C

QUESTION 2

Adam, a forensic investigator, is investigating an attack on Microsoft Exchange Server of a large organization. As the
first step of the investigation, he examined the PRIV.EDB file and found the source from where the mail originated and
the name of the file that disappeared upon execution. Now, he wants to examine the MIME stream content. Which of the
following files is he going to examine?

A. PRIV.STM

B. gwcheck.db

C. PRIV.EDB

D. PUB.EDB

Correct Answer: A

QUESTION 3

What does the bytes 0x0B-0x53 represent in the boot sector of NTFS volume on Windows 20007?
A. Jump instruction and the OEM ID

B. BIOS Parameter Block (BPB) and the OEM ID

C. BIOS Parameter Block (BPB) and the extended BPB

D. Bootstrap code and the end of the sector marker

Correct Answer: C
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Reference: http://ntfs.com/ntfs-partition-boot-sector.htm

QUESTION 4

Which Event Correlation approach assumes and predicts what an attacker can do next after the attack by studying
statistics and probability?

A. Profile/Fingerprint-Based Approach

B. Bayesian Correlation

C. Time (Clock Time) or Role-Based Approach
D. Automated Field Correlation

Correct Answer: B

Reference: https://info-savvy.com/summarize-the-event-correlation/#:~:text=Bayesian%20Correlation%
20Approach,by%20studying%?20statistics%20and%20probability

QUESTION 5

Harold wants to set up a firewall on his network but is not sure which one would be the most appropriate. He knows he
needs to allow FTP traffic to one of the servers on his network, but he wants to only allow FTP-PUT. Which firewall
would be most appropriate for Harold? needs?

A. Packet filtering firewall

B. Circuit-level proxy firewall

C. Application-level proxy firewall

D. Data link layer firewall

Correct Answer: C
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