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QUESTION 1

The refers to handing over the results of private investigations to the authorities because of
indications of criminal activity.

A. Locard Exchange Principle
B. Clark Standard

C. Kelly Policy

D. Silver-Platter Doctrine

Correct Answer: D

QUESTION 2

Which tool does the investigator use to extract artifacts left by Google Drive on the system?
A. PEBrowse Professional

B. RegScanner

C. RAM Capturer

D. Dependency Walker

Correct Answer: C

QUESTION 3

You are using DriveSpy, a forensic tool and want to copy 150 sectors where the starting sector is 1709 on the primary
hard drive. Which of the following formats correctly specifies these sectors?

A. 0:1000, 150
B. 0:1709, 150
C. 1:1709, 150
D. 0:1709-1858

Correct Answer: B

QUESTION 4

When an investigator contacts by telephone the domain administrator or controller listed by a whois lookup to request all
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e-mails sent and received for a user account be preserved, what U.S.C. statute authorizes this phone call and obligates
the ISP to preserve e-mail records?

A. Title 18, Section 1030

B. Title 18, Section 2703(d)

C. Title 18, Section Chapter 90
D. Title 18, Section 2703(f)

Correct Answer: D

QUESTION 5

Which of the following tool enables data acquisition and duplication?
A. Colasoft\\'s Capsa

B. DriveSpy

C. Wireshark

D. Xplico

Correct Answer: B
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