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QUESTION 1

An employee is suspected of stealing proprietary information belonging to your company that he had no rights to
possess. The information was stored on the employee computer that was protected with the NTFS Encrypted File
System (EFS) and you had observed him copy the files to astored on the employee? computer that was protected with
the NTFS Encrypted File System (EFS) and you had observed him copy the files to a floppy disk just before leaving
work for the weekend. You detain the employee before he leaves the building and recover the floppy disk and secure
his computer. Will you be able to break the encryption so that you can verify that the employee was in possession of the
proprietary information?

A. EFS uses a 128-bit key that cannot be cracked, so you will not be able to recover the information

B. The EFS Revoked Key Agent can be used on the computer to recover the information

C. When the encrypted file was copied to the floppy disk, it was automatically unencrypted, so you can recover the
information

D. When the encrypted file was copied to the floppy disk, the EFS private key was also copied to the floppy disk, so you
can recover the information

Correct Answer: C

QUESTION 2

Which of the following is not a part of the technical specification of the laboratory-based imaging system?
A. High performance workstation PC

B. Remote preview and imaging pod

C. Anti-repudiation techniques

D. very low image capture rate

Correct Answer: D

QUESTION 3

You should always work with original evidence
A. True

B. False

Correct Answer: B

QUESTION 4

Lance wants to place a honeypot on his network. Which of the following would be your recommendations?
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A. Use a system that has a dynamic addressing on the network
B. Use a system that is not directly interacing with the router

C. Use it on a system in an external DMZ in front of the firewall
D. It doesn\\'t matter as all replies are faked

Correct Answer: D

QUESTION 5

Which among the following is an act passed by the U.S. Congress in 2002 to protect investors from the possibility of
fraudulent accounting activities by corporations?

A. HIPAA
B. GLBA
C. SOX

D. FISMA

Correct Answer: C
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