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QUESTION 1

You work as a penetration tester for Hammond Security Consultants. You are currently working on a contract for the
state government of California. Your next step is to initiate a DoS attack on their network. Why would you want to initiate
a DoS attack on a system you are testing?

A. Show outdated equipment so it can be replaced

B. List weak points on their network

C. Use attack as a launching point to penetrate deeper into the network

D. Demonstrate that no system can be protected against DoS attacks

Correct Answer: B

QUESTION 2

Which of the following Event Correlation Approach checks and compares all the fields systematically and intentionally
for positive and negative correlation with each other to determine the correlation across one or multiple fields?

A. Rule-Based Approach

B. Automated Field Correlation
C. Field-Based Approach

D. Graph-Based Approach

Correct Answer: B

QUESTION 3

In handling computer-related incidents, which IT role should be responsible for recovery, containment, and prevention to
constituents?

A. Security Administrator

B. Network Administrator

C. Director of Information Technology
D. Director of Administration

Correct Answer: B

QUESTION 4

Which of the following is a list of recently used programs or opened files?
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A. Most Recently Used (MRU)

B. Recently Used Programs (RUP)
C. Master File Table (MFT)

D. GUID Partition Table (GPT)

Correct Answer: A

QUESTION 5

If a PDA is seized in an investigation while the device is turned on, what would be the proper procedure?
A. Keep the device powered on

B. Turn off the device immediately

C. Remove the battery immediately

D. Remove any memory cards immediately

Correct Answer: A
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