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QUESTION 1

John, a threat analyst at GreenTech Solutions, wants to gather information about specific threats against the
organization. He started collecting information from various sources, such as humans, social media, chat room, and so
on, and created a report that contains malicious activity. 

Which of the following types of threat intelligence did he use? 

A. Strategic Threat Intelligence 

B. Technical Threat Intelligence 

C. Tactical Threat Intelligence 

D. Operational Threat Intelligence 

Correct Answer: D 

 

QUESTION 2

An attacker exploits the logic validation mechanisms of an e-commerce website. He successfully purchases a product
worth $100 for $10 by modifying the URL exchanged between the client and the server. 

Original URL: http://www.buyonline.com/product.aspx?profile=12anddebit=100 Modified URL:
http://www.buyonline.com/product.aspx?profile=12anddebit=10 

Identify the attack depicted in the above scenario. 

A. Denial-of-Service Attack 

B. SQL Injection Attack 

C. Parameter Tampering Attack 

D. Session Fixation Attack 

Correct Answer: D 

 

QUESTION 3

Bonney\\'s system has been compromised by a gruesome malware. 

What is the primary step that is advisable to Bonney in order to contain the malware incident from spreading? 

A. Complaint to police in a formal way regarding the incident 

B. Turn off the infected machine 

C. Leave it to the network administrators to handle 

D. Call the legal department in the organization and inform about the incident 
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Correct Answer: B 

 

QUESTION 4

Which of the following attack can be eradicated by disabling of "allow_url_fopen and allow_url_include" in the php.ini
file? 

A. File Injection Attacks 

B. URL Injection Attacks 

C. LDAP Injection Attacks 

D. Command Injection Attacks 

Correct Answer: B 

 

QUESTION 5

Which of the following contains the performance measures, and proper project and time management details? 

A. Incident Response Policy 

B. Incident Response Tactics 

C. Incident Response Process 

D. Incident Response Procedures 

Correct Answer: D 

312-39 VCE Dumps 312-39 Practice Test 312-39 Study Guide

Powered by TCPDF (www.tcpdf.org)

312-39 VCE Dumps | 312-39 Practice Test | 312-39 Study Guide                                3 / 3

https://www.leads4pass.com/312-39.html
https://www.leads4pass.com/312-39.html
https://www.leads4pass.com/312-39.html
http://www.tcpdf.org
https://www.leads4pass.com/312-39.html
https://www.leads4pass.com/312-39.html
https://www.leads4pass.com/312-39.html

