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QUESTION 1

According to the Risk Matrix table, what will be the risk level when the probability of an attack is very high, and the
impact of that attack is major? 

NOTE: It is mandatory to answer the question before proceeding to the next one. 

A. High 

B. Extreme 

C. Low 

D. Medium 

Correct Answer: A 

Reference: https://onlinelibrary.wiley.com/page/journal/15396924/homepage/
special_issue__simple_characterisations_and_communication_of_risks.htm 

 

QUESTION 2

Sam, a security analyst with INFOSOL INC., while monitoring and analyzing IIS logs, detected an event matching regex
/\\w*((\%27)|(\\\'))((\%6F)|o|(\%4F))((\%72)|r|(\%52))/ix. 

What does this event log indicate? 

A. SQL Injection Attack 

B. Parameter Tampering Attack 

C. XSS Attack 

D. Directory Traversal Attack 

Correct Answer: A 

Reference: https://community.broadcom.com/symantecenterprise/communities/community-home/ librarydocuments/vie
wdocument?DocumentKey=001f5e09-88b4-4a9a-b3104c20578eecf9andCommunityKey=1ecf5f55-9545-44d6-b0f4-
4e4a7f5f5e68andtab=librarydocuments 

 

QUESTION 3

Jony, a security analyst, while monitoring IIS logs, identified events shown in the figure below. 
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What does this event log indicate? 

A. Parameter Tampering Attack 

B. XSS Attack 

C. Directory Traversal Attack 

D. SQL Injection Attack 

Correct Answer: A 

 

QUESTION 4

Charline is working as an L2 SOC Analyst. One day, an L1 SOC Analyst escalated an incident to her for further
investigation and confirmation. Charline, after a thorough investigation, confirmed the incident and assigned it with an
initial priority. 

What would be her next action according to the SOC workflow? 

A. She should immediately escalate this issue to the management 

B. She should immediately contact the network administrator to solve the problem 

C. She should communicate this incident to the media immediately 

D. She should formally raise a ticket and forward it to the IRT 

Correct Answer: B 

 

QUESTION 5

What type of event is recorded when an application driver loads successfully in Windows? 

A. Error 

B. Success Audit 

C. Warning 

D. Information 

Correct Answer: D 
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Reference: https://www.manageengine.com/network-monitoring/Eventlog_Tutorial_Part_I.html 
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