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-- Exhibit
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win 8192 <mss 1460.n0§.wsca'|e 2,nop,nop , sackok>
ack 2995699260 win 4380 <mss 1460,nop, wscale 0,sackok,eol>

Capture through LTM device

tcpdumg verbose out?ut suEpressed, use -v or -vv for full protocol decode

Tistening on External, 1ink-type ENLOM8 (Ethernet), capture size 96 bytes
.866907 IP 192.168.1.1,.6789 > 192.168.1.211.443: 5 2995699259:299569925950;
.866974 IP 192.168.1.211.443 > 192.168.1.1.6789: s 2305990363:2305990363(0
.868417 IP 192.168.1.1.6789 > 192,168.1.211,443: . ack 1 win 1642
.868422 IP 192.168.1.1,6789 > 192.168.1.211.443: P 1:105(104) ack 1 win1
.B68451 IP 192.168.1.144.6789 > 192.168.10.80.443: 5 236216155: 2!6216155(0) vnn 4380
.868457 Ip 192.168.1.211.443 > 192.168.1.1.6789: . ack 105 win 4484
.869207 IP 192.168.1.144.6789 > 192.168.10.80.443: s 2!6216155:23621615550; win 4380
.068627 Ip 192.168.1.144.6789 > 192.168.10.80.443: s 236216155:236216155(0) win 4380
.268911 IP 192.168.1.144.6789 > 192.168. 10 80.443: 5 236216155:236216155(0) win 4380
.468781 Ip 192.168.1.211.443 > 192.168.1.1.6789: R 1:1(0) ack 105 win 4484

Capture direct to application server

<mss 1460,nop,wscale 0,sackok,eol>

<mss 1460,nop,wscale 0,sackok,eocl>
<msS 1460 nop,wscale 0, sackOK eols>
<mss 1460, sackok,eol>

tcpdump: verbose uutput suppressed, use -v or -vv for full protocol decode
Tistening on et Tink-type EN1OMB (Ethernet), capture size 96 bytes

09:46:03.428985 IP 192.168. 1 1 3121.4 > 192 ].GB 10.80.8443: s 1295563595 12955635955 ; win 4380 <mss 1460,nop,wscale 0,sackok,eol
09:46:03.430000 IP 192.168.1 2.168.1.1.31214: 5 2062912236:2962914236(0) ack 1295563596 win 5840 <mss 1460,nop,nop, sackm( nop,wscale 3>
09:46:03.430041 IP 192.168.1. 1 31214 > 192 168.10. 80. 8443: . k 1 win
09:46:03.463946 IP 192.168.1.1.31214 > 192.168.10.80.8443: p 1 13?(135) ack 1 win 4380|
09:46:03.465072 IP 192.168.10.80.8443 > 192.168.1.1.31214: . ack 137 win B64
09:46:03.466127 IP 192.168.10.80,8443 > 192.168.1.1.31214: P 1: 139(138} ack 137 win 864
09:46:03.466150 IP 192.168.1.1.31214 > 192.168.10.80.8443: ., ack 139 win 4
09:46:03.720163 IpP 192.168.1.1.31214 > 192.168.10.80.8443: P 13? 196259) ack 139 win 4518
09:46:03.720183 IP 192.168.1.1.31214 > 192.168.10.80.8443: P 1 ) ac 139 win 4518
09:46:03.721853 IP 192.168.10,80,8443 > 192.168,1.1.31214: . k 542 win
09:46:03.723009 IP 192.168.10.80.8443 > 192.168.1.1.31214: . 139:1599(1460) ack 542 win 998
09:46:03.723023 IP 192.168.10.80,8443 > 192.168.1.1.31214: P 1599:2693{1094) ack 542 win 998
09:46:03.723026 IP 192.168.10.80,8443 > 192.168.1.1.31214: F 2693:2693(0) ack 542 win 998
09:46:03.723060 IP 192.168.1.1.31214 > 192.168.10.80.8443: . ack 2693 win 7072
09:46:03.723072 1P 192.168.1.1.31214 > 192.168.10.30.3443. . ack 2694 win 7072
09:46:03.818084 IP 102.168.1.1.31214 > 192.168.10.80.8443: F 542:542(0) ack 2694 win 7072
09:46:03, 819820 IP 192.168.10.80.8443 > 192.168.1. 1 31214: . ack 543 win 998
Trace direct to application server
stated | Tme Chat ! Tme  Sent Receied Method  Resut Type  LRL
i) 00:00:00.000 This page (index.himi) is from Server 1
+0,000 : ‘ ] 9.140 78 2480 GET 200 http: /ferv 1.example. com/
+9,144 I ! 9.134 33% 5079 GET 200 http: [fsrv 1,example, com/header.gif
+9.14%6 I 9.266 334 19307 GET 200 hittp: /fsrv 1.example com/left.gif
49,147 I ! 9.232 335 14644 GET 200 http: /fsrv 1.example comjright.gif
49,199 I ! 9.189 3% 4192 GET 200 http: /fsrv 1.exampie, com/footer jpg
9.186 —| 1B.419 = ! 18412 1619 45702 Srequests
Trace through LTM device
Smd* Time Chart 1 Time Sent  Recelved Meathod Result Type URL
=] 00:00:00.000 This page (index.himl) is from SSL Server 1
+0,000 ! 0,428 346 2650 GET 200 ¥ https://weww.example,com/
+0.435 e 9.110 300 0 GET ERROR_INTERNET_CONNECTION_ABORTED http: /fwwew.example. com/header.gif
40,435 ! 9.322 208 0 GET ERROR_INTERNET_CONNECTION_ABORTED http: fwww example, com/left.gif
+0,435 i 8.322 9 0 GET ERROR_INTERNET_CONNECTION_ABORTED B http://www.example, com/right.gif
+0.435 ) i 1 9.322 300 0 GET ERROR _INTERNET_CONNECTION_ABORTED Thttp: ffwww, example. com/footer jpg
- 0.452 0759 »| 1 9.757 1541 2650 Srequests

Ttm virtual vs_HTTP {
dest1na:'lon 10.10.17.100:http
ip- Erotuc ol tc

5.255.255.255
pool Pool_HTTP
profiles {
CUSTOmHTTP { }
tep {3

vians-disabled

pool Pool_HTTP {
members {
172.16.20.1:http {
address 172.16.20.1

}

prof11e http customHTTP {
-service none
au‘lts from http
encrzpt -cookies none
fallback-host none
fallback-status-codes none
header-erase Host
header-insert none
insert-xforwarded-for disabled
Tws-separator none
Tws-width 80
max-header-count 64
max-header-size 32768
max-requests 0
oneconnect-transformations enabled
pipelining enabled
redirect-rewrite none
request-chunking preserve
response-chunking selective
response-headers-permitted none
security disable
via-regquest preserve
via-response preserve
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Ttm wvirtual VS_HTTP {
destination 10.10.17.100:http
ip-protocol tcp
mask 255.255.255.255
pool Pool_HTTP
profiles {
http { }
tep 1 %

snat automa
vians-disabled

1
Ttm pool Pool_HTTP {
members {
172.16.20.1:http {
) address 172.16.20.1
172.16.20.2:http {
; address 172.16.20.2
172.16.20.3:http {
address 172.16.20.3
}
1
¥

-- Exhibit -Refer to the exhibits.

An LTM Specialist is troubleshooting an application configured on an LTM device on a one- armed configuration. The
application is NOT working through the LTM device but does work when accessed directly via the application servers.
The

virtual server 192.168.1.211:443 is configured to SNAT using the address 192.168.1.144 and references a pool with the
member 192.168.10.80:443. No Client or Server SSL profiles are associated. The LTM Specialist has collected two
traffic

captures to help determine the issue.

What is the problem with the configuration on the LTM device?

A. Pool member is configured to use wrong port.

B. Pool member is configured for SSL off-loading.

C. Virtual server is configured to use wrong port.

D. Virtual server is configured without SSL Profiles.

Correct Answer: A

QUESTION 2

An LTM Specialist is troubleshooting an issue with a new virtual server. When connecting through the virtual server,
clients receive the message "Unable to connect” in the browser, although connections directly to the pool member show
the
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application is functioning correctly.
The LTM configuration is:

[tm virtual /Common/vs_https {
destination /Common/10.10.1.110:443
ip-protocol udp

mask 255.255.255.255

pool /Common/pool_https
profiles {

/Common/udp { }

}

translate-address enabled
translate-port enabled
vlans-disabled

}

[tm pool /Common/pool_https {
members {
/Common/172.16.20.1:443 {
address 172.16.20.1

}

}

}

How should the LTM Specialist resolve this issue?
A. Remove an HTTP monitor from the pool.

B. Add an HTTP profile to the virtual server.

C. Enable the pool member on the correct VLAN.

D. Select the correct protocol for the virtual server.

Correct Answer: D
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QUESTION 3

-- Exhibit

GET ./ HITP/1.1

Host: www.example.com

User-agent: Mozilla/5.0 (Windows NT 6.1; xv:16.0) Gecko/20100101 Firefox/16.0
bocept: text/ntml,application/xhtml+xml,application/xml;g=0.9,*/%*;g=0.8
Accept-Language: en-US,en;g=0.5

Aecept-Encoding: gzip, deflate

DHTI: 1

Connection: keep—alive

HITE/1.1 302 Moved Temporarily
Content—Length: 0O
Location: https://www.exanple.com
Date: Tue, 23 Oct 2012 18:05:57 GMT
Server: Apache/2.2.22 (FreeBSD) PHF/5.4.4 mod 5s51/2.2.22 OpenS35L/0.9.8g DAV/2
Accept—-Ranges: bytes
Connection: EKeep—-Alive
Content-Type: text/html
Set-Cookie: sessionid=a4531785-7012-46aa-b5fe-aS4bed482bkla; path=/
-- Exhibit -Refer to the exhibit.
An LTM Specialist is performing an HTTP trace on the client side of the LTM device and notices there are many
undesired headers being sent by the server in the response. The LTM Specialist wants to remove all response headers
except
"Set-Cookie" and "Location."
How should the LTM Specialist modify the HTTP profile to remove undesired headers from the HTTP response?
A. Enter the desired header names in the \\'Request Header Insert\\' field.
B. Enter the undesired header names in the \\'Request Header Erase\\' field.

C. Enter the undesired header names in the \\'Response Header Erase\\' field.

D. Enter the desired header names in the \\'Response Headers Allowed\\' field.

Correct Answer: D

QUESTION 4

A high-availability (HA) pair configuration uses only the hardwire serial cable connection to determine device state. A
power outage occurs to the PDU powering the active unit. The standby unit takes over the active role as expected.

How is the peer unit able to determine the active unit is unavailable?

A. voltage loss on serial cable
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B. no data stream received on serial port
C. no response on management interface

D. no heartbeat packets received on self IPs

Correct Answer: A

QUESTION 5

-- Exhibit

Monitor definition:

ltm monitor http test2 {
defaulte-from http
destination *:*
interval 5
recvy "Z200 CE"
send "GET /webmail HTTPE/1.1%\\r\\nHost: webmail.example.com\\r\\nConnection: clase\\z‘\ni\\zi\\n"
time—until-up 0
timeout 164

HTTP Headers from tcpdump:

GET /webmail HTTE/1.1
Host: webmail.example.com
Connection: close

HAHTTE/1.1 301 Moved Permanently

Date: Tue, 16 Cct 2012 20:23:22 GMT

Server: hpache/2.2.3 (CentO5)

Location: http://webmail.example.com/webmail/
Content-Length: 327

Connection: close

-- Exhibit -Refer to the exhibit.

An HTTP monitor always marks the nodes in the pool as down. The monitor\\'s definition and the HTTP headers from
the monitor request and response are provided.

What is the issue?

A. The response is compressed.

B. The send string is incorrect.

C. The monitor timeout is too short.

D. The monitor is NOT configured to follow the redirect.

Correct Answer: B
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