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QUESTION 1

Refer to the exhibit. 

Which two outbound connections should an administrator configure on the internal firewall? (Choose two.) 

A. XMPP: TCP 7400 

B. SIP: TCP 7001 

C. SIP TCP 5061 

D. Media: UDP 36012 to 59999 

E. HTTPS: TCP 8443 

Correct Answer: AB 

The internal firewall must allow the following outbound connections from the Expressway-C to the Expressway-E: SIP:
TCP 7001 Traversal media: UDP 2776 to 2777 (or 36000 to 36011 for large VM/appliance) XMPP: TCP 7400 HTTPS
(tunneled over SSH between C and E): TCP 2222 Source: Official Cert Guide 

Reference: https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-
Expressway-IP-Port-Usage-for-Firewall-Traversal-Deployment-Guide-X12-5.pdf 

 

QUESTION 2

Refer to the exhibit. The administrator attempted to log in, but Jabber clients cannot log in via mobile and remote
access. How is this issue resolved? 
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A. Skype for Business mode must be disabled on the DNS server because it conflicts with Jabber login requirements. 

B. The domain pod1.local must be deprovisioned from the Webex cloud for Jabber logins. 

C. A DNS SRV record must be created for _collab-edge._tls.pod1.local that points to the Expressway-E. 

D. The username jabberuser@pod1.local is invalid. The user should instead sign-in simply as jabberuser. 

Correct Answer: C 

 

 

QUESTION 3

Refer to the exhibit. 
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An Expressway-C and Expressway-E are configured for B2B calling and the Expressway- E zone is set to TLS Verify
Currently, calls do not reach the Expressway-C. The Traversal Client zone on the Expressway-C for B2B reports the
information in the exhibit for the Peer 1 address. 

Which action resolves this error? 

A. Configure the Expressway-C Traversal Client zone Peer 1 address with the fully qualified domain name of the
Expressway-E. 

B. Configure the Expressway-C Traversal Client zone transport protocol with TCP. 

C. Add a server certificate to the Expressway-C that is signed by a certificate authority. 

D. Add an intermediate certificate to the Expressway-C that is signed by a certificate authority. 

Correct Answer: C 

 

QUESTION 4

An engineer is supporting an existing Cisco Collaboration deployment that has internal and external home users using
the solution without VPN. Business usage also includes B2B calling for voice and video. Suddenly the engineer receives
a report that one of the home office users cannot use the Cisco Jabber client, and shortly after, a few more reports
come in for the same error. What must the engineer check first to resolve this issue? 

A. client logs of the users 

B. real-time monitoring toll logs for problems 

C. alarms on the Cisco Expressways 

D. alarms on the Cisco UCM Cluster 

Correct Answer: C 
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QUESTION 5

Refer to the exhibit. Call policy rules on an Expressway-E prevent external callers from the internet from calling a VIP
whose URI is vip@cisco.com. Which additional configuration setting is required for this call policy to function as
intended? 

A. The default zone on the Expressway-E must not be configured to treat as authenticated. 

B. A search rule must be configured with an extract match for vip@cisco.com to pass the call to the Expressway-C. 

C. The Cisco TelePresence endpoint registered with the URI vip@cisco.com must be set in "do not disturb" mode. 

D. SIP TLS must be disabled on the Expressway-E. 

Correct Answer: A 

https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/admin_guide/X14-0-2/exwy_b_cisco-expressway-
administrator-guide- x1402/exwy_m_device-authentication.html 
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