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QUESTION 1

Cisco Collaboration deployment has video endpoints that can do B2B calls over the internet, but they also can make
audio calls through a gateway. This ability means that someone from the internet can make fraud calls through the
system. Which action must an engineer take to set up the search rules for calls that are being headed to the PSTN
gateway? 

A. Ensure that only requests that are authenticated are allowed to make a PSTN call. 

B. Avoid using any wild card in the source settings in the search rules. 

C. Add registered devices only in the search rule for the PSTN gateway. 

D. Add registered devices only in the zone for the PSTN gateway. 

Correct Answer: B 

https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/admin_guide/X14-0/exwy_b_cisco-expressway-
administrator- guide/exwy_m_dial-plan-and-call-processing.html 

 

QUESTION 2

A Cisco Webex Hybrid Video Mesh Node can be installed in the DMZ and on the internal network. 

Which statement is true? 

A. Webex Cloud supports either a DMZ-based Mesh Node for security or an internal-based Mesh Node for media
control only. 

B. Installing a Video Mesh Node in the DMZ requires you to open TCP and UDP port 4444 in your internal firewall for full
clustering functionality. 

C. Installing a Video Mesh Node in the DMZ requires the external firewall to allow UDP traffic from ANY port to the
address of the Video Mesh Nodes via port 5004. 

D. Using internal Video Mesh Node also works due to Mobile and Remote Access setup for Webex Teams clients. A
DMZ node is added for extra security. 

Correct Answer: C 

 

QUESTION 3

In a Mobile and Remote Access deployment, where must communications be encrypted with TLS? 

A. Cisco Expressway-E and endpoints outside the enterprise 

B. Cisco Expressway-C, Cisco Unified Communications Manager, and IMandP 

C. Cisco Expressway-C, Cisco Expressway-E, and Cisco Unified Communications Manager 

D. Cisco Expressway-C, Cisco Expressway-E, and endpoints outside the enterprise 
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Correct Answer: D 

 

 

QUESTION 4

An Expressway-E is configured using a single NIC with NAT. 

How must the Expressway-C traversal client zone be configured to connect to the Expressway-E? 

A. TLS verify must be enabled. 

B. The zone profile must be set to default. 

C. The peer address must be the Expressway-E NAT address. 

D. The peer address must be the Expressway-E LAN 1 IP address. 

Correct Answer: C 

 

QUESTION 5

Cisco Collaboration endpoints are exchanging encrypted signaling messages. 

What is one major complication in implementing NAT ALG for voice and video devices? 

A. Internal endpoints cannot use addresses from the private address space. 

B. The NAT ALG cannot inspect the contents of encrypted signaling messages. 

C. NAT ALG introduces jitter in the voice path. 

D. Source addresses cannot provide the destination addresses that remote endpoints should use for return packets. 

Correct Answer: B 
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