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QUESTION 1

Which behavior is seen while the policy trace tool is used to troubleshoot a Cisco WSA?

A. External DLP polices are evaluated by the tool

B. A real client request is processed and an EUN page is displayed

C. SOCKS policies are evaluated by the tool

D. The web proxy does not record the policy trace test requests in the access log when the tool is in use
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_appendix_011001.html#con_1415277

QUESTION 2
A user browses to a company website that is categorized as "Business and Industry” and contains a Facebook post.

The user cannot see the Facebook post because the category "Social Networking" is blocked. Which configuration
allows the user to see the Facebook post?
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O A gwebsite may embed or refer to content rhat is categorized as a different category, or that is considered an application. For example, a News
web site could contain content categorized as Streaming Video, and the action selected for its own category/application, regardless of what
web site it is embededed in. Use this table to set exceptions (e.g., to permit all content referred firom News web sites, or from a custom category.)

[v| Enable Referrer Exceptions

Set Exception for Content Referred by These Categories: | Set Exception for This Referred Content:

Business and Industry |selected embedded / referred content |v| Categories: Social Networking
Applications: Click to select applications...

A web site may embed or refer to content that is categorized as a different category, or that is considered an application. For example, a News
web site could contain content categorized as Streaming Video, and the action selected for its own category/application, regardless of what
web site it is embedded in. Use this table to set exceptions (e.g., to permit all content referred from News web sites, or from a custom category.)

[v] Enable Referrer Exceptions

Set Exception for Content Referred by These Categories: | Set Exception for This Referred Content:

Social Networking IAH embedded / referred content |v|

A web site may embed or refer to content that is caregorized as a different category, or that is considered an application. For example, a News
web site could contain content categorized as Streaming Video, and the action selected for its own category/application, regardless of what
web site it is embedded in. Use this table to set exceptions (e.g., to permit all content referrved from News web sites, or from a custom category.)

[v] Enable Referrer Exceptions

Set Exception for Content Referred by These Categories: | Set Exception for This Referred Content:

Social Networking |All embedded / referred content except le Categories; Business and Industry
Applications: Click to select applications...

© b. A web site may embed or refer to content rhat is categorized as a different category, or that is considered an application. For example, a News

web site could contain content categorized as Streaming Video, and the action selected for its own category/application, regardless of what
web site it is embedded in. Use this table to set exceptions (e.g., to permit all content referred from News web sites, or from a custom category.)

[v] Enable Referrer Exceptions

Set Exception for Content Referred by These Categories: | Set Exception for This Referred Content:

Business and Industry All embedded / referred content except |\/| Categories: Social Networking
Applications: Click to select applications...

A. Option A
B. Option B
C. Option C
D. Option D
Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_11 7/b_WSA _
UserGuide_11_7_chapter_01001.html

QUESTION 3

What are all of the available options for configuring an exception to blocking for referred content?
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A. all embedded/referred and all embedded/referred except

B. selected embedded/referred except, all embedded/referred, and selected embedded/referred
C. selected embedded/referred and all embedded/referred except

D. all embedded/referred, selected embedded/referred, and all embedded/referred except
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_11 7/b_ WSA _
UserGuide_11 7_chapter_01001.html (procedure)

QUESTION 4

What is used to configure WSA as an explicit proxy?
A. IP Spoofing from router

B. Network settings from user browser

C. WCCP redirection from firewall

D. Auto redirection using PBR from switch

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117940-ga-wsa-00.html

QUESTION 5

Which command is used to flush a single user from authentication memory?
A. isedata

B. authcache

C. diagnostic

D. clear

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118259-technote-wsa-00.html
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