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QUESTION 1

What is the primary benefit of using Cisco Advanced Web Security Reporting? 

A. ability to see the malicious activity of a user 

B. L4TM report with client-malware risk 

C. centralized and granular reporting 

D. access to a day report with historical data 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/products/collateral/security/web-security-
appliance/datasheet_c78-729104.html 

 

QUESTION 2

Which two features on the Cisco WSA help prevent outbound data loss for HTTP or FTP traffic? (Choose two.) 

A. web reputation filters 

B. Advanced Malware Protection 

C. third-party DLP integration 

D. data security filters 

E. SOCKS proxy 

Correct Answer: CD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-5/user_guide/b_WSA_UserGuide_11_5_1/b_WS
A_UserGuide_11_5_1_chapter_010000.pdf 

 

QUESTION 3

DRAG DROP 

Drag and drop the Cisco WSA methods from the left onto the correct deployment modes on the right. 

Select and Place: 
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Correct Answer: 

You could use an explicit setting (browser config/PAC/WPAD) or transparent (WCCP/PBR) to point to the first proxy and
then the first proxy will route based on category to one of the two upstream proxies based on your policy configuration.
Reference: https://community.cisco.com/t5/web-security/route-to-wsa-based-on-destination/td-p/2491179 

 

QUESTION 4

DRAG DROP 

Drag and drop the access policy options from the left onto the correct descriptions on the right. 

Select and Place: 
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Correct Answer: 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_01101.pdf (10) 

 

QUESTION 5

Which certificate format does a Cisco WSA need when HTTPS proxy is configured? 

A. DER 
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B. CER 

C. PEM 

D. CRL 

Correct Answer: C 

Reference: https://community.cisco.com/t5/security-documents/wsa-training-series-how-to-configure-the-https-proxy-on-
the/ta-p/3148673 
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