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QUESTION 1

The Cisco ESA is processing many messages that are sent to invalid recipients. To reduce this excessive processing,
an engineer is preparing to use LDAP for recipient verification. Which two steps are required to accomplish this task?
(Choose two.) 

A. Configure LDAP server profiles. 

B. Enable external LDAP authentication. 

C. Configure the LDAP query. 

D. Enable LDAP authentication on a listener. 

E. Configure incoming mail policy to query LDAP server. 

Correct Answer: AE 

 

QUESTION 2

Refer to the exhibit. An engineer is trying to connect to a Cisco ESA using SSH and has been unsuccessful. Upon
further inspection, the engineer notices that there is a loss of connectivity to the neighboring switch. 
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Which connection method should be used to determine the configuration issue? 

A. Telnet 

B. HTTPS 

C. Ethernet 

D. serial 

Correct Answer: D 

 

QUESTION 3

Which two statements about configuring message filters within the Cisco ESA are true? (Choose two.) 

A. The filters command executed from the CLI is used to configure the message filters. 

B. Message filters configuration within the web user interface is located within Incoming Content Filters. 

C. The filterconfig command executed from the CLI is used to configure message filters. 
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D. Message filters can be configured only from the CLI. 

E. Message filters can be configured only from the web user interface. 

Correct Answer: AD 

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213940-esa-using-a-message-
filter-to-take-act.html 

 

QUESTION 4

An organization has multiple Cisco ESA devices deployed, resulting in several spam quarantines to manage. To
manage the quarantined messages, the administrator enabled the centralized spam quarantine on the Cisco SMA and
configured the external spam quarantine on the Cisco ESA devices. However, messages are still being directed to the
local quarantine on the Cisco ESA devices. What change is necessary to complete the configuration? 

A. Modify the incoming mail policies on the Cisco ESA devices to redirect to the external quarantine. 

B. Disable the external spam quarantine on the Cisco ESA devices. 

C. Disable the local spam quarantine on the Cisco ESA devices. 

D. Modify the external spam quarantine settings on the Cisco ESA devices and change the port to 25. 

Correct Answer: C 

 

QUESTION 5

When the Cisco ESA is configured to perform antivirus scanning, what is the default timeout value? 

A. 30 seconds 

B. 90 seconds 

C. 60 seconds 

D. 120 seconds 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_chapter_01011.html 
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