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QUESTION 1

An engineer needs to configure Cisco ISE Profiling Services to authorize network access for IP speakers that require
access to the intercom system. This traffic needs to be identified if the ToS bit is set to 5 and the destination IP address
is the intercom system. What must be configured to accomplish this goal? 

A. NMAP 

B. NETFLOW 

C. pxGrid 

D. RADIUS 

Correct Answer: B 

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_prof_pol.html 

 

QUESTION 2

Which Cisco ISE module contains a list of vendor names, product names, and attributes provided by OPSWAT? 

A. Compliance Module 

B. Client Provisioning Module 

C. Endpoint Security Module 

D. Posture Module 

Correct Answer: D 

 

 

QUESTION 3

A network engineer responsible for the switching environment must provision a new switch to properly propagate
security group tags within the TrustSec inline method. Which CLI command must the network engineer enter on the
switch to globally enable the tagging of SGTs? 

A. cts sxp enable 

B. cts manual 

C. cts role-based sgt-map 

D. cts role-based enforcement 

Correct Answer: A 

Explanation: 
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The command "cts sxp enable" enables the Cisco TrustSec Secure Exchange Protocol (SXP) on the switch. SXP is
used for propagating SGT information between network devices in a TrustSec deployment. By enabling SXP, the switch
will 

be able to exchange SGT information with other TrustSec-capable devices in the network. 

 

QUESTION 4

An engineer builds a five-node distributed Cisco ISE deployment. The first two deployed nodes are responsible for the
primary and secondary administration and monitoring personas. 

Which persona configuration is necessary to have the remaining three Cisco ISE nodes serve as dedicated nodes in the
Cisco ISE cube that is responsible only for handling the RADIUS and TACACS+ authentication requests, identity
lookups, and policy evaluation? 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: B 

 

 

QUESTION 5

An employee must access the internet through the corporate network from a new mobile device that does not support
native supplicant provisioning provided by Cisco ISE. Which portal must the employee use to provision to the device? 

A. My Devices 

B. BYOD 

C. Personal Device 

D. Client Provisioning 

Correct Answer: A 
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