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QUESTION 1

What are two differences of TACACS+ compared to RADIUS? (Choose two.) 

A. TACACS+ uses a connectionless transport protocol, whereas RADIUS uses a connection-oriented transport
protocol. 

B. TACACS+ encrypts the full packet payload, whereas RADIUS only encrypts the password. 

C. TACACS+ only encrypts the password, whereas RADIUS encrypts the full packet payload. 

D. TACACS+ uses a connection-oriented transport protocol, whereas RADIUS uses a connectionless transport
protocol. 

E. TACACS+ supports multiple sessions per user, whereas RADIUS supports one session per user. 

Correct Answer: BD 

 

 

QUESTION 2

Which term refers to an endpoint agent that tries to join an 802 1X-enabled network? 

A. EAP server 

B. supplicant 

C. client 

D. authenticator 

Correct Answer: B 

https://www.oreilly.com/library/view/cisco-ise-for/9780133103632/ch16.html#:~:text=What%20is%20a%20supplicant%3
F,networks%2C%20both%20wired%20and%20wireless.andtext=The%20802.1X%20transactions%20are,Identity%
20Services%20Engine%20(ISE). 

 

QUESTION 3

A network administrator notices that after a company-wide shut down, many users cannot connect their laptops to the
corporate SSID. What must be done to permit access in a timely manner? 

A. Connect this system as a guest user and then redirect the web auth protocol to log in to the network. 

B. Allow authentication for expired certificates within the EAP-TLS section under the allowed protocols. 

C. Add a certificate issue from the CA server, revoke the expired certificate, and add the new certificate in system. 

D. Authenticate the user\\'s system to the secondary Cisco ISE node and move this user to the primary with the
renewed certificate. 
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Correct Answer: D 

 

QUESTION 4

A security engineer has a new TrustSec projct and must create a few static security group tag classifications as proof of
concept. Which two classifications must the engineer configure? (Choose two.) 

A. switch ID 

B. MAC address 

C. VLAN 

D. user ID 

E. interface 

Correct Answer: BC 

 

 

QUESTION 5

When configuring Active Directory groups, what does the Cisco ISE use to resolve ambiguous group names? 

A. MIB 

B. TGT 

C. OMAB 

D. SID 

Correct Answer: D 
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