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QUESTION 1

An engineer is configuring two new Cisco FTD devices to replace the existing high availability firewall pair in a highly
secure environment. The information exchanged between the FTD devices over the failover link must be encrypted.
Which protocol supports this on the Cisco FTD? 

A. IPsec 

B. SSH 

C. SSL 

D. MACsec 

Correct Answer: A 

 

QUESTION 2

Which CLI command is used to control special handling of ClientHello messages? 

A. system support ssl-client-hello-tuning 

B. system support ssl-client-hello-display 

C. system support ssl-client-hello-force-reset 

D. system support ssl-client-hello-reset 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/610/configuration/guide/fpmc-config-guide-
v61/firepower_command_line_reference.html 

 

QUESTION 3

An organization has a Cisco FTD that uses bridge groups to pass traffic from the inside interfaces to the outside
interfaces. They are unable to gather information about neighbouring Cisco devices or use multicast in their
environment. What must be done to resolve this issue? 

A. Create a firewall rule to allow CDP traffic. 

B. Create a bridge group with the firewall interfaces. 

C. Change the firewall mode to transparent. 

D. Change the firewall mode to routed. 

Correct Answer: C 

"In routed firewall mode, broadcast and multicast traffic is blocked even if you allow it in an access rule..." "The bridge
group does not pass CDP packets packets..." https://www.cisco.com/c/en/us/td/docs/security/asa/asa913/configuration/
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general/asa-913-general-config/intro-fw.html 

Passing Traffic Not Allowed in Routed Mode 

In routed mode, some types of traffic cannot pass through the ASA even if you allow it in an access rule. The bridge
group, however, can allow almost any traffic through using either an access rule (for IP traffic) or an EtherType rule (for
non-IP traffic): 

IP traffic--In routed firewall mode, broadcast and "multicast traffic is blocked even if you allow it in an access rule,"
including unsupported dynamic routing protocols and DHCP (unless you configure DHCP relay). Within a bridge group,
you can allow this traffic with an access rule (using an extended ACL). 

Non-IP traffic--AppleTalk, IPX, BPDUs, and MPLS, for example, can be configured to go through using an EtherType
rule. 

Note 

"The bridge group does not pass CDP packets packets, or any packets that do not have a valid EtherType greater than
or equal to 0x600. An exception is made for BPDUs and IS- IS, which are supported. " 

 

QUESTION 4

In which two ways do access control policies operate on a Cisco Firepower system? (Choose two.) 

A. Traffic inspection is interrupted temporarily when configuration changes are deployed. 

B. The system performs intrusion inspection followed by file inspection. 

C. They block traffic based on Security Intelligence data. 

D. File policies use an associated variable set to perform intrusion prevention. 

E. The system performs a preliminary inspection on trusted traffic to validate that it matches the trusted parameters. 

Correct Answer: AC 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-
v60/Access_Control_Using_Intrusion_and_File_Policies.html 

 

QUESTION 5

An engineer must add DNS-specific rules to the Cisco FTD intrusion policy. The engineer wants to use the rules
currently in the Cisco FTD Snort database that are not already enabled but does not want to enable more than are
needed. Which action meets these requirements? 

A. Change the rules using the Generate and Use Recommendations feature. 

B. Change the rule state within the policy being used. 

C. Change the dynamic state of the rule within the policy. 

D. Change the base policy to Security over Connectivity. 
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Correct Answer: B 
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