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QUESTION 1

An engineer is configuring two new Cisco FTD devices to replace the existing high availability firewall pair in a highly
secure environment. The information exchanged between the FTD devices over the failover link must be encrypted.
Which protocol supports this on the Cisco FTD? 

A. IPsec 

B. SSH 

C. SSL 

D. MACsec 

Correct Answer: A 

 

QUESTION 2

A security engineer must configure a Cisco FTD appliance to inspect traffic coming from the internet. The Internet traffic
will be mirrored from the Cisco Catalyst 9300 Switch. Which configuration accomplishes the task? 

A. Set interface configuration mode to none. 

B. Set the firewall mode to transparent. 

C. Set the firewall mode to routed. 

D. Set interface configuration mode to passive. 

Correct Answer: D 

 

QUESTION 3

While configuring FTD, a network engineer wants to ensure that traffic passing though the appliance does not require
routing or VLAN rewriting. Which interface mode should the engineer implement to accomplish this task? 

A. inline set 

B. passive 

C. transparent 

D. inline tap 

Correct Answer: A 

An inline set acts like a bump on the wire, and binds two interfaces together to slot into an existing network. This
function allows the FTD to be installed in any network environment without the configuration of adjacent network
devices. 
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QUESTION 4

An engineer is troubleshooting connectivity to the DNS servers from hosts behind a new Cisco FTD device. The hosts
cannot send DNS queries to servers in the DMZ. Which action should the engineer take to troubleshoot this issue using
the real DNS packets? 

A. Use the packet capture tool to check where the traffic is being blocked and adjust the access control or intrusion
policy as needed 

B. Use the Connection Events dashboard to check the block reason and adjust the inspection policy as needed 

C. Use the packet tracer tool to determine at which hop the packet is being dropped 

D. Use the show blocks command in the Threat Defense CLI tool and create a policy to allow the blocked traffic 

Correct Answer: B 

 

 

QUESTION 5

An engineer is tasked with deploying an internal perimeter firewall that will support multiple DMZs Each DMZ has a
unique private IP subnet range. How is this requirement satisfied? 

A. Deploy the firewall in transparent mode with access control policies. 

B. Deploy the firewall in routed mode with access control policies. 

C. Deploy the firewall in routed mode with NAT configured. 

D. Deploy the firewall in transparent mode with NAT configured. 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa96/configuration/general/asa-96-general-config/intro-
fw.html 
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